enVigil-FMS:Workstation Configuration Guide Appendix A

WORKSTATION
CONFIGURATION GUIDE

This document addresses the steps required to
achieve 21 CFR part 11 compliance when setting

up and enVigil Server Workstation. Steps are also
taken to disable features of the Operating System
that could cause issues and prevent the system from
continuous operation.
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Introduction

This document constitutes a step by step procedure to be used when implementing a
monitoring system based on enVigil Facility Monitoring Software. It concentrates on PCs
running Windows XP Professional SP2/SP3 and Windows 7 Ultimate or Professional addition.
enVigil only supports 32 bit versions of these operating systems. Windows Vista is supported
by enVigil, due to its similarity to Windows 7. The Windows 7 steps of this document can

be used to configure Windows Vista and although there may be some slight differences, the
steps contain enough information to apply the equivalent changes.

This document lists the steps necessary when installing and configuring enVigil 3.0 as a
stand-alone system on a brand new PC’s Windows installation.

Additional steps are required when implementing an enVigil view node system and are
covered in a separate document enVigil Remote Client Configuration Procedure that
document addresses both the changes needed on the enVigil Server PC and the enVigil
Client installation procedure on the remote client.

For computers intended to run as a part of a domain you should be aware that any
configuration changes made prior to joining the computer to the domain may be reset by
the domains group policy. Therefore you should always check each step of this document
after the computer has been joined to the domain.

PC Prerequisites

Most enVigil implementations will use a new computer where the OS is pre-installed but not
completed.

The PC specification will vary between projects, however several requirements are common:

e The OS should be Windows XP Professional SP2/SP3 or Windows 7/Vista
(Ultimate or Professional).

¢ A Network Interface must be fitted (even if the PC will not be networked).

A Parallel Port or spare USB port must be fitted to accommodate the

security key (dongle).

Spare PCI slot(s) should be available if serial interfaces are to be used.

A USB Port should be fitted for printer support.

An internal speaker should be fitted.

All disks should be formatted as NTFS.

A second, identical hard disk is recommended, for ‘ghosting’ or backup.

A CD Writer is recommended.
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Turning on the Computer for the First Time - Windows XP

When turning on a new computer for the first 7 Windows
time it will complete the setup of Windows by How should dates and currency appear?
presenting a series of screens and dialog boxes.

It may be that the PC comes with the operating
system preloaded in which case you can skip
this section and go to the ‘Configuring the PC’
section.

Accept any PC manufacturer’s license
agreements as necessary and wait until the *How
should dates and currency appear?’ is shown.
Select the appropriate country settings and click
‘Next':

g Wi WS
Help protect your PC
Accept Microsoft’s license agreements as

necessary and proceed to the ‘Help protect your
Pcl SCI’een. J ® Help protect my PC by turming on Autom atic Updates now

% ® Mot right naw

Select ‘Not right now’ in answer to the turn on
automatic updates question.

Entering the PC’s name and
description

# Windows

You are now required to enter the PC name and Pt pa i pwor & PP
description: g AR

The ‘Computer name’ will have been specified
in the project ‘Functional Design Specification’
(FDS) or ‘Software Design Specification’
(SDS) and will typically be ‘EMS-Server’ or
‘FMS-Server’. DO NOT USE UNDERSCORE
CHARACTERS; instead use the ‘minus’
character.
The computer description should be used
to help describe the PC's function e.g.
‘PharmaQual EMS Server".

» Whindows
Entering the Administrator What's your Administrator password?

password e T
===

The ‘Administrator password’ is critical and
should be set to ‘Administrator’ at this stage. It
is likely that the customer or end-user will take
ownership of the main Administrator account at a
later stage.

Issue CA



Appendix A enVigil-FMS:Workstation Configuration Guide

Selecting the Internet Connection ! Windows DL

Meth Od How will this computer connect to the Internet?

The next screens concern the internet connection
method, and should be set to ‘LAN".

If the PC is not part of a network with a DHCP
server, and if you do not know the relevant IP
addresses, then skip the screen that asks you to
fill them in.

¢ Windows

Ready to register with Microsoft?

Registering with Microsoft o i
The next Windows setup screen concerns
registering with Microsoft and should be set to
*‘No, not at this time”:

Creating the initial user account as
‘emsuser’

When asked to provide your name (and up to 4
other user’s names), enter ‘emsuser’ as ‘Your name’
and leave the rest blank - this will create the initial
‘emsuser’ account at administrative level:

On completion of the Windows XP installation, the
PC will eventually reboot and present a familiar
Windows XP desktop.
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Turning on the Computer for the First Time - Windows 7

You must install either Windows 7 Ultimate (32 Bit) or Windows 7 Professional
(32 Bit). enVigil does not support 64 Bit versions of the operating system.

Prior to installation ensure the PC is not connected to any network.

It may be that the PC comes with the operating
system preloaded in which case you can skip
this section and go to the ‘Configuring the PC’
section.

The Windows 7 installation process starts with a
black loading screen while resources are loaded.

When prompted set the appropriate country
settings and click *Next’:

Note: enVigil does not support languages
that require wide character sets (e.g.
Chinese, Japenese and Korean).

On the next screen simply click the arrow next to
the ‘Install now’ prompt:

Accept Microsoft’s license agreements as -
necessary and proceed by clicking the ‘Next’ B
button: RS —

MECROSOFT PRE-RELEASE SOFTWARE LICERSE TERMS
MICROSOFT PRE-RELEASE WINDOWS 7 OFE RATING SYSTEM

o MCroz0ét Carporetion [or based an
Plegze read them, They epply to the pre-
ncludes the medis an which you recened &, if

0 Fiernetbesed serices, and

I Haseapt the icarn b
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Even if performing an upgrade from another version

of Windows select the ‘Custom (advanced)’ option.
This ensures a ‘clean’ installation.

Select the disk or disk partition that you wish to

install Windows 7 on and click the ‘Next’ button:

Mme Tatil Sae

o Dk Unallocated Space 1608

Windows will begin the first major phase of

FreeSpace| Type

104 58

installation and can take many minutes to complete:

Expanding fles %1

1 Collacting infeematin 2 Tnstaling Winclowes

The Windows 7 installer will then reboot and you

should see the ‘Starting Windows’ screen. It will be
followed with some other screens labelled ‘Updating
registry settings..” and ‘Setup is starting services...":
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After a few minutes you should see the
‘Completing installation’ screen:

The installer then reboots the system for the
second time:

You are now required to enter the default user
account and computer name:

Ll 1 SR AR

Use ‘emsuser’ as the default user name.
f

The ‘computer name’ will have been specified "Ym"dfm e
in the project ‘Functional Design Specification’
(FDS) or ‘Software Design Specification’ S
(SDS) and will typically be ‘EMS-Server’ or
‘FMS-Server’. DO NOT USE UNDERSCORE
CHARACTERS; instead use the ‘minus’ character.

Enter and confirm the password as ‘emsuser’. A
password hint so enter a password hint of ‘EMS
User standard’:

Issue CA 7



Appendix A enVigil-FMS:Workstation Configuration Guide

When prompted carefully enter the product key. You
can usually find the product key on the installation
case. Ensure that the ‘Automatically activate Windows
when I'm online’ check box is unchecked:

You may at this stage be taken to the ‘Help protect
your computer and improve Windows automatically’
screen. Select the ‘Ask me later’ option:

Set the system clock as required. Ensure that the
clock is set to automatically adjust for Daylight
Saving Time :

Windows 7 installer will then begin to prepare the
desktop:

4 St Wi

b=

Help profect your computer and improve: Windows sutomatically

t ard racsramanded Lpdaten, Balg ma ks Intanat eswing wh cck
orm 1 probien, dned keip Mook mprove Windaws,

mportant updates only
I euriny g danes s olhes ingatant Lpdates for Winddos

g Ak ma laiar

Ul o dcidn, FELT SOTPUSSI iR ba waina i 1 securty thinsts.

Jrust
Daky

Whenym o tefinga 21 el updshes oaly seree infrmation s e i
oo, The 0 0 ety v o (T e, Toomam ol (hete cofinge
Int, woechy Tev Tusm o rucormemenele Sacting be Hielg Bad Support. Eaed the oricacy TUGecies]

< Preparing your desktop...
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The Windows 7 desktop will then be shown:

Windows 7 Installation is complete!
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Configuring the PC
The following section describes the configuration of ‘environmental’ parameters required for

optimum performance with enVigil. Examples are shown for Windows XP and the equivalent
steps taken for Windows 7.

Setting up the Control Panel

e In Windows XP the control panel should be set to 'Switch to Classic View’
to enable all options to be accessed:

etmork and Intermet Connectsns T, User Accousts

-
= ~ Date, Time, Languase, and kesonal

tg Add or Remave Progranss Opions

{2 Sonds, Speech, and Audis Devices

Perlornuance and Maintensnce
L

e In Windows 7 ensure ‘View by:’ is set to either ‘Small Icons’
or ‘Large Icons’:

@{._MJ + Comro Parsl

Ad]ust your computer's settings

KJ¥ + Controi Parai + Al Control Parai Harm. +

AIST your Computers settings
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Removing unwanted applications

It is now necessary to remove undesirable applications such as trial versions of Anti-Virus
or Dell OpenManage Client Instrumentation (OMCI). Attempt to shut down and disable

any Anti-Virus and non-Microsoft Firewalls then use the Control Panel .. Add/Remove
Programs to locate and uninstall these programs. Note that there may be several additional
components such as ‘LiveUpdate’, ‘LiveReg’ etc. that must also be uninstalled.

It is difficult to define the unwanted applications as the software installed on each PC

is likely to change frequently. You should make a valued judgement as to whether the
software is really needed. If you have any concerns or questions you should consult your IT
department.

For Dell machines ensure that Dell OMCI if present is uninstalled before
proceeding.

Ensure that any unwanted entries are also removed from system startup (such as the ‘EULA
Launcher’ on Dell machines). To run the system startup setup..

XP: Perform Start-> Run->msconfig.

Windows 7: Simply type ‘msconfig’ in the start menus search bar and hit the enter key.
Uncheck any unused applications.

£ System Configuration Utility g‘

General | SYSTEM.INI | WIMIML | BOOT.INI | Services | Startup

Startup ltem Command Location ~
QTTask "C:\Program FileslQuickTime\QTTask exe” -at...  HKLMYSOFTWARE}Microsof
TunesHelper "C:\Program FilesliTunes|iTunssHelper xs HKLM\SOFTW ARE\Microsof
wersionCueCs2Tray  "C:|Program Files\Adobe\Adobs Version Cus ... HKLM|SOFTWARE|Microsof
Acrotray "C:\Program Files\Adobe\Acrabat 5.0\Acrobat..,  HKLMSOFTWARE|Microsof
HKLMSOFTW ARE\Microsof
ctfnon CHWINDOWS\system32|ctimon. exe HKCU\SOFTWARE\Microsof
QTask "C:\Program Fles\QUIckTime\QTTask exe” -at...  HKCULSOFTWAREMicrosof
~scheduler -scheduler HKCU\SOFTWARE\Microsof

Adobe Gamma CHPROGRA~1ICOMMON-~1\Adobe) CALIER~...  Common Startup
[BHP Digital Imaging ... C:iPROGRA~1iHP\DIGITA~1|binthpgtrat

[ HP Phatosmart Pre...  C:iPROGRA~1IHP\DIGITA~1\bimhpqthbls.e...  Common Startup

~

< ¥

[ Enablesl ] [ psablesr |

[ o J[ cameel J[ aeey ][ ee |

Setting the display resolution and blank screen saver

Windows XP:
o 'Display Properties .. Settings .. Screen resolution’ should be set to 1280 x

1024 as a minimum resolution:

o 'Display Properties .. Screen Saver .. Screen saver’ should be set to 'Blank’
with 'On resume, password protect’ unchecked:

Display Propertios 9] Dicplay Propertiss E]E|

Theme: | Deskion | Scresn Saver | Appentancs | Selings Themes | Deskiop Scrsen Saver | Appeatance | Sefting:

T e—
SCigen taval
Diply v [Coings ] [(Pwion ]

Flug ad Play Montoe on AT) Tecqnologies. Ime. RAGE XL FCI
Wal: 102 | #inites ] O nesume, passeond probect

Sewn sl dion Cokn qually
Less v, HMose Highes! [32 b#] w Horilor pove:
W
To adpust meritcr pawer seltings and save ersigy,
1290 by 1024 pils (N B ﬁcmm..
Troubleshoal.. | | Advarced E
(o [ e | [ eew | T =
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Setting the display resolution and blank screen saver (cont...)

Windows 7:
¢ Right click the Desktop and select ‘Screen resolution’. Adjust the slider

control to set the screen resolution to at least 1280 x 1024

¢ Right click the Desktop and select ‘Personalize’ from the pop up menu.
Click the ‘Screen Saver’ button located at the bottom right corner of the
Personalization dialog box. Screen saver should be set to 'Blank’ with 'On
resume, display logon screen’ unchecked:

r 3
EZ Screen Saver Settings Li—E-J
L3 " I = =
—_ - Screen Saver |
16 the apg o of your displary
r Detagt
L [ty
l
Dirpley: 1. DELL LMIFPY =
Resabatian 1280 = 104 [iecomiminded] -

1780 « 1024 [recommended)

Screen saver

Blank vH Settings... ]I Preview l

QK Cancal

Wait: 1 = minutes [7] On resume, display logen screen I

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

OK ]I Cancel H Apply |

Setting a basic theme - (Windows 7 only)

¢ Right click desktop and select '‘Personalize’ from the pop up menu. Scroll
down to ‘Basic and High Contrast Themes’ select either ‘Windows Classic’ or
‘Windows 7 Basic”:

[=]e =
n\:/-n\;/l |“ » Control Panel » All Control Panel tems » Personalization - | 4'?! Search Control Panel 2 I
Centrol Panel Home - -@
Change the visuals and sounds on your computer
Change desktop icons Click a theme to change the desktop background, window color, sounds, and screen saver all at once.

Change mouse pointers

»
Change your account picture ﬁf

United Kingdom

Basic and High Contrast Themes (5)

Windows 7 Basic Windows Classic High Contrast #1
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Disabling the Welcome screen and 0-0=x
setting ‘emsuser’ password
XP onl il
( Y) g‘wtmmus&s Pick a task...
¢ The Welcome screen should be Bfer
disabled (and therefore fast 3] reste s e ccaurt
switching between users): 'Control i
Panel .. User Accounts .. Change the
way users log on or off’ should be set
to not use the Welcome screen:

Learn Abaut 2§ User Accounts

¢ Use the User Accounts screen to
set the ‘emsuser’ user password to
‘emsuser’

Related Tasks .
e Select logon and logoff options

Learn About

X By using the Welcome screen, you can simply dick your account name to log on. For added
|2] Logen options security, you can turn off this feature and use the classic logon prompt which requires users
to type a user account name,

Cuse East User Switching
With Fast User Switching, you can quickly switch to another user account without having to
close any programs, Then, when the other user is finished, you can switch back to your own
account,

Setting up Windows 7 Logon screen (Windows 7 Only)

¢ Run the 'Local Group Policy Editor’ by typing ‘gpedit.msc’ in the start menus
search bar. Under Local Policy->Administrative Templates->System->Logon

ensure ‘Hide entry points for Fast User Switching’ and ‘Always use classic
logon’ settings are enabled

File Action View Help

e | HE = BT

5] Local Computer Policy * || Setting State Comment
| a g% Computer Configuration

B Sofans |iz| Assign a default domain for logon Mot configured No
bR Software etmgs [2) Exclude credential providers Nt configured No
r [ Windows Settings

2| Do not process the legacy run list Mot configured Mo

4[] Administrative Templates

» B8 Control Panel |z Do not process the run once list Mot configured No

(]

Turn off Windows Startup Sound Mot configured Mo

1 [ Network
] Printers Hide entry points for Fast User Switching Enabled Mo
4 [ System || Always use classic logon Enabled Mo
| Credentials Delegation i) Don't display the Getting Started welcome screen atlogon  Not configured No
7 Device Installation 2] Run these pragrams at user logon Mot configured Mo
» [ Device Redirection 2] Always wait for the network at computer startup and logon Mot configured Mo
[7] Disk NV Cache |iz] Always use custom logon background Mot configured MNo

] Disk Quotas
1 | Distributed COM
| Driver Installation
] Enhanced Storage Access
[ Filesystem
[ Folder Redirection
[ Group Palicy
i+ -] Internet Communication Manz
» B iscsl

< " v Extended }, Standard
11 setting(s)
| &
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Setting the Administrator password (Windows 7 Only)

e By default the built in Administrator account is hidden

after Windows

7 installation. It should be enabled and set up with a suitably secure

password.

Set the password via Control Panel ->Administrative Tools->Computer
Management->System Tools->Local Users and Groups->Users. Right click
the ‘Administrator’ user and select the 'Set Password...” option.

+ [3] Event Viewer

A
) Shared Folders & emssystem  emssystem A =
4 & Local Users and Groups & emsuser EMpEEL |
" [ Users #, Guest Delete \guest access to the computer/dom...
3 Groups B Manager Manager Rename iger with access to system and conf..
B Performiiace & Operator Operator 5 i minimum access
5;*.,5 Device Manager lsupervisor  Supervisor b= ith access to alarm acknowledgeme...
a4 % Storage Help

{29 Disk Management
T Services and Applications

« n r

BT Comprter Maraoereny i . o |
File Action View Help N
e HEIXE = BHE
& Computer Management (Local | Name Full Name Description Actions
4 [f} System Tools £ A Administrator T stfos administering the computer/domain Users -
> () Task Scheduler #8 emsadrin Set Password... |

Mare Actions

Administrator -

More Actions

Set the user's password,

Disabling the Windows Firewall (Windows XP)

e 'Control Panel .. Windows Firewall .. General’ firewall
protection should be switched off:

If it is not possible to turn off the firewall or an external non-
Windows firewall is protecting the system (e.g. enforced by
customer) you must:

From the ‘Exceptions’ Tab

1) Click ‘Add Program...’

2) Use '‘Browse’ button to navigate to the enVigil
Installation directory and select and add the Launch.
exe Program. Repeat to also add DBXServer.exe

3) Click the ‘Add Port...” button. Set the ‘Name’ field to
‘DCOM’ and set the port humber to 135, ensuring the
‘TCP’ radio button is selected and then click OK.

% Windows Firewall o x|

General | Exceptions | Advanced

“indows Firewall helps protect pour computer by preventing unauthorized users
from gaining access to your computer through the [ntermet or a netwark,

@ " On [recommended)

Thiz setting blocks all outside sources from connecting to this

computer, with the exception of those selected on the Exceptions tab.

[~ Don't allow exceptions
Select this when you connect to public netwarks in less secure
locations, such as aiports. rou will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

* Dff [not recommended)

Awoid using this setting. Turning off ‘Windows Firewall may make this
computer mare wulnerable to winuses and intuders.

wiindows Firewall s using your damain settings

Ywthat else should | know ahout Windows Firewsl?

Cancel

\irekwn Famas it Hocking irneoring st corracion, mscapd b the

vk betier bt rupht inciammm yoas securre:

Frogrews erdSessies want to uge.

Huar G Py -

B akobe ession Cus C52 Ha

ki |

AN araged S mrvicas Agunt MNa Name: DEDM

= it

Port number; | 135

Esmaecanine ™

I — b & @®1cP OuDP
[easPoen | [ emprat. [ e [ pee |

[ e S v — : :
‘what are the risks of opening a port?
bl are o icbaof i vt

U R SRS RO Dkes, b B koS 10N RUZIYR! Use these settings to open a port through Windows Firewall. Ta find the port
number and pratocol. consult the documentation for the program or service you

* Windsws Firewall ] .
Hara | Emertire: | Acearcad Add a Port @

Co o] LChange scope... [

Ok l [ Cancel

14
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Disabling the Windows Firewall (Windows 7)

e ‘Control Panel .. Windows Firewall
...Click Turn Windows Firewall on or off.
...Click Turn off Windows Firewall (not
recommended) under each network
location, and then click OK:

3 Cancet

If it is not possible to turn off the firewall or an external non-Windows firewall is
protecting the system (e.g. enforced by customer) you must add ‘Inbound’ and
‘Outbound’ rules for the DBXServer.exe and Launch.exe applications and also DCOM
port 135.

To add a program... (For both DBXServer.exe and Launch.exe in turn)
Click ‘Advanced settings’ from the Windows Firewall screen

1) Select ‘Inbound Rules’ from the left pane and click ‘New Rule...” from the
action pane to the right of the screen

2) Leave ‘Program’ selected and click the ‘Next>" button

3) Ensure ‘This program path:’ is selected and use the ‘Browse...” button to locate
and select the application from the enVigil installation directory and then click
‘Next>’

4) Ensure ‘Allow the connection’ is selected and click ‘Next>"’

5) Ensure that all check boxes are enabled for ‘Domain’, ‘Private’ and

‘Public” and click ‘Next>’

6) Enter a suitable name of ‘DBXServer’ and ‘Launch’, you can leave the
description blank.

REPEAT STEPS 1-6 but use ‘Outbound Rules’ in step 1.

DCOM Port 135 Rule...

7) Select ‘Inbound Rules’ from the left pane and click ‘New Rule...” from
the action pane to the right of the screen

8) Select ‘Port’ instead of ‘Program’ and click the *Next>" button

9) Ensure TCP is selected and enter ‘135’ in the 'Specific local ports:’ field
and click the ‘Next>’ button

10) Ensure ‘Allow the connection’ is selected and click *‘Next>’

11) Ensure that all check boxes are enabled for ‘Domain’, ‘Private’ and ‘Public’ and
click ‘Next>"

12) Enter a name of ‘DCOM’, you can leave the description blank.

REPEAT STEPS 7-12 but use ‘Outbound Rules’ in step 7.

‘@ Windows Firewall with Advanced Security

Eile Action VMiew Help
e 2B =1

Inb d Rul =
B Inbound Rukes Name Group Profile Enabled Action =
&% Outbound Rules £ =
% Connection Security Rules L/ Launch All Yes Allow |
. B, Monitoring @ DBXServer Al Yes Allow |-
- @pcom Al Yes Allow
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Disabling Windows Defender (Windows 7 Only)

e ‘Control Panel .. Windows Defender s : .
...Tools...Options...Administrator.. A s ik
Ensure ‘Use this program’ is T
unchecked and click the ‘Save’ button T

Aukamatic scanming

[
Defauit sctiens Lheth prgran

Fizal-tirve peatectial Whan thaasting in an, Bis program will sbet ol we if appwm o sther polankisly
Encluded fius and folden e 51T SO SRSTRLS 10 1LY 01 inertaN sett ar this com pter

SR TIE R Display e from | esers ol this <o mputss
Advancad

adminksirio

NOTE: Windows Defender may not be
able to be disabled until it is updated
via the internet. If possible you should
temporarily connect the PC to the
internet to update defender. Once
updated it can be disabled.

Vb thanmtting in an, His program will sl yeu e s the Hisery, Ao ey, and
Quaantined kerns Trom ol users. kems are hidden by default to prodect user privacy.

Disabling Security Alerts and
Automatic Updates(Windows XP)

e 'Control Panel .. Security Centre’ alerts should be disabled for Firewall,
Automatic Updates and Virus Protection:

Windows Security Center g@

; ¥ Alert Settings
¥ Security Center

i 4] G
Help protect your PC } Security Center

e — . . Alert Settings
Retources | Security essentials
e Security Center helps you manage your Windows security settings. To help protect your computer, -
make sure the thres security essentials are marked ON. IF the ssttings are nat ON, follow the D Eireweall
= Get the lakest security and virus recommendations, To rekurn ko the Security Center later, apen Control Panel. Alert me if my computer might be at risk because of mey firewall
information From Microsoft what's new in Windows to help protect my computer? Eiftins

= Check for the latest updates from
windows Update

rewall © OFF | 2
- et support for security-related

Alert me if my computer might be at risk because of my Automatic
e Windows detects that your computer is not currently protected by a Firewall, Click

Recommendations ko lar how to Fix s prablem. Ho does a firswall help protect my Updates settings
- et help about Security Center computer? D e Ee
. Mote: Windows does nat detect al firewalls, Alert me if my computer might be at risk because of my virus

alerts me protection software settings

[ Ok l[ Cancel ]

o 'Control Panel .. Security Centre’ ‘Automatic “s x
Updates’ should be switched off: B

7
Help prc

windows can regularly check for important updates and install them For you,
{Turning on Autamatic Lipdates may sutamatically update Windows Update
saftware first, before any other updates. )

How does Autornatic Updates works

O Automatic (recommended)

Automatically download recommended updates For my
camputer and install them:

(O Download updates for me, but let me choose when ta install them,

() Moify me but don't automatically download or install them,

& mare vulnerable unless you install

1
updates regularly.,
Install updates from the Windows Update Web site,

Offer updates anain that I've previously hidden

o] l[ Cancel ][ Apply
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Disabling Security Alerts and Automatic Updates(Windows 7)

e ‘Control Panel .. Action Center...Change Action Center Settings...
Ensure all check boxes are unchecked and click the ‘OK’ button:

e e s 3 | A

File Edit View Tools Help

Turn messages on or off

For each selected item, Windows will check for problems and send you a message if problems are found.
How does Action Center check for problems?

Security messages

[£] Windows Update [] Spyware and related protection
[ Internet security settings [] User Account Control
[] Network firewall [] Virus protection

Maintenance messages

[] Windows Backup [] Check for updates
[ Windows Troubleshooting

Related settings
Customer Experience Improvement Program settings
Problem reporting settings

Windows Update settings

e 'Control Panel .. Windows Update... Change Settings’. Ensure ‘Never check
for updates(not recommended)’ is selected for ‘Important updates’. Ensure
check boxes under ‘Recommended updates’ and ‘Who can install updates’
are also unchecked and click the ‘OK’ button:

; ’— FJ <« All Control Panel tems » Windows Update » Change settings - ; Search Control Panel |

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important updates and install them
using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?

Important updates

I.g.l lNever check for updates (not recommended) -
k.

Install new updates: | Every day at [03:00
Recommended updates
[] Give me recommended updates the same way [ receive important updates
Who can install updates

[] Allow all users te install updates on this computer

Mote: Windows Update might update itself automnatically first when checking for other updates, Read our
privacy statement online.

Issue CA
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Setting Local Security Policy (server only Windows XP & Windows 7)

e 'Control Panel .. Administrative Tools .. Local Security Policy.. Local Policies
.« Security Options .. Network access: Sharing and security model for local
accounts’ should be set to 'Classic — local users authenticate as themselves’
to allow Sharing and Security to be configured:

& Local Security Settings
Eile  Action Wew Help

i B 2

(53 Security Settings
w8 Account Policies
=8 Local Policies
+- 8 Audit Policy
+- (8 User Rights Assignmen
+- (8 security Options
# (L Public Key Palicies
(] Software Restriction Policie
# <8, TP Security Folices an Loca

Palicy Security Setting
Interactwe logon: Smart card rem... Mo Action
[B8]Microsaft nebwork client: Digitally ... Dissbled

Microsoft network chent: Digitally s,.. Enabled

Micrasoft nebwork chent: Send une... Disabled

Microsoft nebwork server: Amount... 15 minutes

Microsoft network server: Digitally,.. Disabled

Microsoft nebwork server: Digitally... Disabled

Microsoft network server: Disconn...  Enabled

[B¥]Metwork access: Allow anonymous. . Dissbled
[8¥]network access: Do not allow ana...  Enabled

Network access: Do not allow ano,..  Disabled

[&¥]Metwork arcess: Do not allow stor...  Disabled

Network access: Let Everyone per... Disabled

[B¥]network access: Named Pipes that... COMMAR,COMNOD. .
: Remately accessi...

System|Currention. .
COMCFG,DFSE

Disabled
Enstwork sseurity: Force logaff wh..,  Dissbled
[B¥]hetwork securty: LAN Manager ... Send LM & NTLM re.., 0K ] [ Caneel ] [ Apply

Natwork security: LDAP clisnt signi,..  Megatiate signing
[@]Metwork security: Minimum session, .. Mo minimum
Network security: Minimum session... Mo minimunm
[B8]Recavery cansole: Allow sutomati...  Dissbled
Recovery console: Allow Floppy co...  Disabled
Shutduwn: Allows system to be shu,,, Enabled
[8])shutdown: Clear virtual memory ... Disabled

< > System cryphography: Use FIPS ... Disabled
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Installing enVigil

After the first user account has been setup and the initial boot sequence is complete the
computer is ready for the installation of enVigil. To install enVigil you must ensure that you
are logged in as a user that has full local administrative privileges.

If you are installing on a Windows 7 machine it is e m—
recommended that ‘User Account Control’ is turned off TeT

prior to installation. If it is not switched off the enVigil

Installer will be unable to create the default local user | e m—
accounts and these will have to be added manually.

Turn off UAC at following location '‘Control Panel .. User
Accounts ..Change User Account Control settings..".
Move the slider down to 'Never notify’ and click the OK |
button. Reboot the PC to enable the UAC setting change.

) arivigil P Versian 3 - InstallShiskd Wizard el

vy ekt o the Tt Wiz o Insert the enVigil installation CD and the setup process
envigi . should auto-run. If it does not, then navigate to the CD
o Tl ™ drive and run the enVigil Windows Installer package (for
example, enVigil FMS Version 3.msi) located there and
o o e s e follow the on-screen installation instructions:
ek _'? It is recommended that you accept the default installation

e ovior - folder of *C:\Program Files\Pharmagraph\enVigil'. If required
T e ot you can install to a different directory.

henge..:

If installing on Windows 64 bit the default directory will be
‘C:\Program Files (x86)\Pharmagraph\enVigil’

< back Moo = concel

) arivigil P Versian 3 - InstallShiskd Wizard el

o v enVigil allows you perform a ‘Custom’ installation which
Cseie =i allows you to specifiy whether to install ‘enVigil Client’,
— ‘enVigil Server’ and ‘Demonstration configuration
@ Complete 4
[ TR S ey Components .
R e o For machines that will run as an enVigil Server it is always
recommended to choose the complete installation option.
< back Wit = Canced
48 il FMS Version 3 - InstalShistd Wizard 8 il FMS Verson 3 - InstalShistd Wizard — If the enV|g|| CI'ent SOftWare
e S, e S =" is really not required then
en
R R R e you should select ‘Custom’

click the ‘Next’button, select
== 4 | the ‘This feature will not be

T — | = available’ option under the
_ _ ‘enVigil Client * feature and
SR == ||| click the *‘Next’ button.

Help | Concl help Space <ok [ weer | Concel
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0 i 4 e - i i =& Installation is then ready to begin. Click the ‘Install’ button to
R &Y start the installation.

¥ yau wart b review o change amy af your installaton settings, click Back. Click Cancel bo et
the wad

< Back Inazal can

| 8 erivigsl Fs version 3 - InstailShield Wizard =

=5

=y During installation a progress bar will be shown while various
«iel - tasks are being performed. Installation may take serveral
minutes to complete.

Fluasa wak whia the nstallSakkd Wizrl izl enVigh FIAS Yerson 3. Thes
ﬁ ey toka sevaral minuas especially when Sarting e servics.

Status:

Note: If installing on Windows 7 with User Account Control
turned on you will be prompted to authorise the installation
at various times. These security prompts suspend the

installation.
"3"“"” R == The installer should show this screen when complete. Click the
Instalishield Wizard Compl -
-_f ‘Finish’ button.
en The hstaltshiad Wiaard has succossfuly nstalkd arvigl FHS

When enVigil has been installed successfully some desktop shortcuts will have
been created;

‘Configure enVigil Server’ - can be used to run the enVigil Server configuration
program. It will only been created if the enVigil Server feature was chosen to
be installed (or the ‘Complete’ installation option was chosen).

Configure
enVigil Serve

‘enVigil Client Demonstration’ - will run the enVigil Client software. If the
‘Demonstration configuration’ was chosen to be installed (or the *Complete’
installation option was chosen) the PharmaQual enVigil Demonstration client
VCX file wil be run. If the demonstration config was not chosen to be installed

then enVigil client will run with a new (blank) screen ready for configuration. enVigil Client
This shortcut will not be created if the enVigil Client feature was chosen to not  [BEalelEeCE
be installed.

‘Example PlayWave’ - can be configured to play an audible alert when some |'
system event occurs (please refer to the PlayWave manual section of the [
enVigil-FMS System Configuration Guide). Example

PlayWave
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Local User Accounts

The enVigil installation process should have created the following additional local user

accounts:

Account name Password

Information

EMSadmin

<predefined by Pharmagraph>

Reserved administrator
account for system
maintainence

EMSsystem

<predefined by Pharmagraph>

Reserved administrator
account used to run
background server
processes

Manager Manager

Administrator account
used to create example
enVigil ‘Manager’

Supervisor Supervisor

Standard User account
used to create example
enVigil ‘Supervisor’

Operator Operator

Administrator account
used to create example
enVigil ‘Operator’

If installation was carried out on Windows 7 while ‘User Account Control’ was
turned on the installer would have failed to create these user accounts. The
‘EMSuser’, 'TEMSsystem’ and ‘EMSadmin’ accounts should therefore be added

manually.

For non-Pharmagraph systems you can reset the EMSsystem and EMSadmin
passwords. Be sure to document and safeguard the modified passwords.

Setting the default Password Policy (Windows XP & Windows 7)

e 'Control Panel .. Administrative Tools .. Local Security Policy.. Security
Settings.. Account Policies.. Pasword Policy\Account Lockout Policy’

Apply the following settings:

Policy Setting

Enforce Password History 0 passwords remembered
Maximum Password Age 0 Days

Minimum Password Age 0 Days

Minimum Password Length 6 characters

Password must meet complexity Disabled

requirements

Store passwords using reversible encryption Disabled

Account lockout duration

0 (Admin Reset)

Account lockout threshold

3 invalid logon attempts

Reset account lockout after

3 minutes

The enVigil Server service will now be setup to run under the ‘EMSsystem’ account.
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Running the enVigil Server service as the ‘EMSsystem’ account
(server only) (XP & Windows 7)

If the demonstration configuration has ‘ﬁ .
not been installed this step can only be SEE 8 =
carried out once the enVigil Server has been [*“ i —_——"
configured to run at least one process. g;:: w"-'”f""-'-"w""""'"l 3

i BRLCOM Server Prote, Pl e " | Rl Do

Rgowcr Clar Magun || Lagenar

e 'Control Panel .. Administrative Tools gﬂ;@*‘m G || Ottt
.. Services .. enVigil Server .. Properties Foweme i @i [ (==
.. Log On’ should be set to ‘This account’ et S
‘.\emssystem’ with the appropriate e i et B e et st
password entered and confirmed: Ty o ) | e L

This may result in a couple of message boxes
confirming this:

If the service is currently running then you may get
a warning to stop and restart the service. This can
be easy achieved using the ‘restart’ icon

! E The new logon name will not take effect until you stop and restart the service.
.

Hr

Checking local accounts for password expiry (XP & Windows 7)

Now check that the ‘EMSsystem’, ‘EMSadmin’ and ‘EMSuser’ user accounts are set to never
expire.

e '‘Control Panel .. Administrative Tools .. | e e i PX
Computer Management .. Local Users and —
Groups .. Users’ the properties of each of those

General | Member Of | Profile

user’'s accounts should look like this: g
emsspstem
Eull name: :'emss_l,lstem
Description: entfigil zystem

[#]iUzer cannat change password

Pazzword never expires
[] fzcount is disabled

(] ” Cancel H Apply
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Creating Task Bar Shortcuts(server only) (XP & Windows 7)

Because ‘emsuser’ will eventually be a low privilege account, some task bar shortcuts
should be added. This is handled slightly differently in Windows XP and Windows 7. In
Windows XP shortcuts are added to the ‘Quick Launch’ toolbar, Windows 7 allows you to ‘pin’
items to the taskbar.

Shortcuts will be created on the task bar so that certain facilities can be run using a
higher privilege account such as ‘EMSadmin’. Three new shortcuts will provide convenient
access to the ‘Local User Manager’ Windows MMC ‘plug-in’, the ‘Configure enVigil Server’
(ConfServer.exe) program and the ‘Configure enVigil Users’ (ConfUserAcess.exe) program.

Windows XP: If the ‘Quick Launch’ toolbar is not visible, right click the task bar at the
bottom of the screen and select ‘Toolbars’.."Quick Launch’:

Figure 1: Enabling the Quick Launch Toolbar (XP Only)

Taskbar, and Start Menu Properties

Taskbar | Start Menu
Taskbar appearance

'l'

:s Start FSI ) r_/ 2 Internet...~ | G Fold

Lock the taskbar

[ Auta-hide the taskbar

Keep the taskbar on top of ather windows
Group similar taskbar buttons

[Ehow '

M otification area

a - =
(e )l 1:23 PM
J

Show the clock

“You can keep the notification area uncluttered by hiding icons that you
have not clicked recently.

Hide inactive icons

u] H Cancel H Apply ]

Windows 7 does not have the '‘Quick Launch’ facility but instead you can simply ‘pin’ items
to the task bar. To pin an item to the task bar simply drag the item (shortcut to application)
to the task bar and release.

Issue CA

23



Appendix A enVigil-FMS:Workstation Configuration Guide

Adding a Task Bar Shortcut to Local User Manager (server only)
(XP & Windows 7)

To create the ‘Local User Manager’ shortcut, navigate to the ‘C:\Windows\System32’ folder,
right click on ‘LUSRMGR.MSC’ and select ‘Send to’>'Desktop(create shortcut)’. Right click
the resulting shortcut added to the desktop to access its properties:

Shortcut to lusrmgr.msc Properties @g| Shortcut to lusrmgr.msc Properties @E
General | Shortcut | Security General | Shorout | Security
gﬁg Shortcut to lusrmgr.mse: %) Shortcut to lusrmgr.msc
Typeotfile:  Shortout Target type: Microzoft Common Congole Dacument
Operss with  “§y Microsaft Management Target location: system32
Target: AW
Location: C\Documents and Settings'ddministratar. ashApplic
Size. 543 bytes [543 bytes] Startin CAWINDDWShspstem32
S disk:  4.00 KB (4,096 byt
EERLSE (kb Shortcut key:  [Mans
Created: 11 November 2010, 11:58:20 Bun: Normal window v
Modified: 11 Movember 2010, 11:58:20 T
A d: 12M ber 2010, 10:47.57
ceesse ovemost Eind Target.. ] l LChange lcan. ] l Advanced...

strbutes:  [JFeadonkd [ Hidden

Figure 2: Local User Manager Shortcut (Windows XP)

On the 'General’ tab set the shortcut name to be ‘Manage Windows Users’ — this then
appears as the tool tip when the user hovers over the Quick Launch icon.

On the 'Shortcut’ tab, click the ‘Advanced...” button
Windows XP: ensure that the 'Run with different credentials’ check box is
checked then click OK:

Windows 7: ensure that the 'Run as administrator’ check box is
checked then click OK:
Windows XP: Hold down the shift key and drag the shortcut from the desktop to the Quick
Launch toolbar to the right of the Start button.

Windows 7: Simply drag the shortcut to the task bar, position it to the right of the Start
button if possible.

You can delete the shortcurt that was originally added to the desktop.
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Adding a Task Bar Shortcut to Configure enVigil Server (server only)
(XP & Windows 7)

The existing desktop shortcut to ‘Configure enVigil Server’ should now have its advanced
properties set as'Run with different credentials’(Windows XP Only), 'Run as Administrator’ is
not required for Windows 7. Close the properties dialog then drag the shortcut to the Quick
Launch toolbar(Windows XP) or Pin the shortcut to the task bar (Windows 7).

Configure enVigil Server Properties @g|

General 1| Sharteut | Compatibility | Security

-y Configure enigl Server

L
Target type:  Application
Target location: eriVigil

Target:

Statin: "'C\Program FilestPharmagraphherivigih
Sharteul key: | None

Bun Mormal window b

Caomment: Configures envigil Server

[ Find Tanget.. | [ Changeloon... | [ Advanced. |

Figure 3: Configure enVigil Server Shortcut (Windows XP)

Adding a Task Bar Shortcut to Configure enVigil Users (server only)
(XP & Windows 7)

A shortcut to ‘Configure enVigil Users’ should now be added by navigating to the

enVigil folder ,'ConfUserAccess.exe’ application, right clicking it and selecting ‘Send
to>Desktop(create shortcut)’, then using the same technique described above to set its
advanced properties. Close the properties dialog then drag the shortcut to the Quick Launch
toolbar(Windows XP) or Pin the shortcut to the task bar (Windows 7).

Shortcut to ConfUserAccess.exe Properties @g|

General 1| Sharteut | Compatibility | Security

E'F‘* Sharteut to ConfUlserbecess. ene

Target type:  Application
Target location: eriVigil

Target:

Statin: "'C:\Program Files!Pharmagraphherivigi’
Sharteul key: | None

Bun Mormal window -

Caomment:

[ Find Tanget.. | [ Changeloon... | [ Advanced. |

Figure 4: Properties of Configure enVigil Users

Delete the ConfUserAccess shortcut created on the desktop. Delete all other Quick Launch\
Task Bar shortcuts to minimise confusion.
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The Task Bar will eventually end up similar to the following:

Figure 5: Completed Quick Launch Shortcuts (Windows XP)

' (= ¥
[ 7start _I?i". - %

Figure 6: Completed Task Bar Pinned Items (Windows 7)

Sharing the 'Logfiles’ and 'Configuration’ folder (server only)
(Windows XP & Windows 7)

Windows XP

Navigate to the ‘C:\Logfiles’ and ‘C:\enVigilConfigs\ConfigName' folder and
right click it to access its properties.

o Click the 'Sharing’ tab and select 'Share this folder’

Logfiles Properties

Tix
: - - |
General | Sharing | Securty | Custorize
. LI W
[ = You can share this folder with other users on your
network. To enable sharing for thiz folder. click Share this
folder.
() Do not share this folder
®i et Fry | =
Share name: | Logfiles hd s bl e ey
7 o bl
LComment: | y |I= H
e : - u
U ser lirit; () Maimurn allowed
() Allow this number of users: -
-
To zet permissions for users who access this
folder over the network., click Permissions. SR ]
To configure zettings for offline access, click # Lemeelid] I.
Caching.
‘windows Firewall iz configured to allow thiz folder ta be shared
with other computers on the network.
Wiew vour Windows Firewall setings
[ 0K l [ Cancel ]

Check that the 'Share name’is ‘Lodfiles’ and ‘ConfigName' and check that the
‘Permissions’ are 'Read’ for 'Everyone’ then click 'OK”

26
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Windows 7

Windows 7 requires an additional step to ensure that ‘File and printer sharing’ is
switched on. To check this navigate as follows ‘Control Panel’...’Network and
Sharing Center’..’'Change advanced sharing settings’. Ensure that the ‘Turn on
file and printer sharing’ option is selcted and click ‘Save Changes’:

[ pdvanced harng zetmgs -ioix]
@(_)v |-l% = Metwork and Sharing Center ~ Advanced sharing settings

~ [£23 [ search control Panel @}

N

Change sharing options for different network profiles

‘Windows creates a separate network profile for each network you use, You can choose specific options for each profile.

Home or Work ﬂ
Public j
Domain (current profile) d

Network discovery

Vhen network discovery is on, this computer can see other network computers and devices and is visible to
other netwark computers. What is network discovery?

& Turn on network discovery

' Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can be
accessed by people on the network.

& Turn on file and printer sharing
' Turn off file and printer sharing

o Navigate to the ‘C:\Lodfiles’ and ‘C:\enVigilConfigs\ConfigName' folder and
right click it and chose ‘Share with’>'Specify people...
o Select ‘Everyone’ from the drop down list box and click the ‘Add’ button.

Creating Startup Shortcuts (Windows XP & Windows 7)

You must create shortcuts for AuditComment.exe (server only) and enVigil.exe and copy

them to emsuser’s startup directory -

Windows XP -> ‘C:\Documents and Settings\emsuser\Start Menu\Programs\Startup’

Windows 7 -> ‘C:\Users\emsuser\AppData\Roaming\Microsoft\Windows\Start Menu\
Programs\Startup

Your enVigil.exe shortcut should point to the path of your main VCX file:

en¥igil Client Demonstration Properties E| E|

.General_: Shartcut | Compatibility | S ecurity

f:\‘r erfigil Client Demonstration
[#p¥igh

Target tppe; Application

Target location: entigil

Target ligilexe'] "C:henvigiConfigs\ABCAT opLevel vex'" |

& C:\Documents and Settings\emsuser\Start Menu\Programs\Startup

Start i

File Edit Yiew Favorites Tools Help

@Back ) | 'ﬁ /'__",- Search Folders v

(== e e g - ]
Address |\ C\Documents and Settings\emsuser! Start MenulProgramsiStartup | . Go

s

) ~ = deskbop.ini S5 Shorkcut to AuditComment. exe
] File and Folder Tasks = | Configuration Settings Shiorkcut
& 1KBE 1KB
() Make a new folder y
@ Fublish this Folder ko (= Shorkcut to eniil, exe
the Wweb e | Shorteut
ed share this Folder [FPvigh 1 kB
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Modifying enVigil behaviour via registry keys

There are a number of registry keys that modify the default
enVigil Registry Tool (EnVigilReg.exe) to modify these settin

behaviour of enVigil. Use the
gs as required, more information

can be found on each setting in the ‘enVigil Registry Tool’ section of the enVigil-FMS System

Configuration Manual.

The ‘System’ tab of the enVigil Registry tool should be used

to set the registry settings

shown . These settings will ensure audit comment pop ups do not get hidden, AutoRun is
disabled, Ctrl + Alt + Del is disabled and Windows logs in to ‘EMSuser’ windows account

from boot up.

= enVigil Registry Tool

File  Action..

‘Defa

erigil Ellentw enVlglIEervel] Drivers  enigil Spstem | Ahout / Help

HKEY_CURRENT_USERControl Panel\Desktop

NOTE: If using Windows 64 bit you
must set the ‘DefaultUserName’,

ult Password’ and

‘AutoAdminLogon’ keys manually in

IV Force AuditCormment pop-ups to be on top reged |t|

Current key values
ForegroundFlashCount : 0x00000003

ForegroundLockTimeout:  0w00030d40 o Registry Editor ol ﬁH]

Eile Ecit
HEEY_LOCAL_MACHIME\SOFT'WARE \Microsoftwindows MT4Curentyersiontwinlogon

[¥ Enable emuser Automatic Logan Jv Disable Ctd + &l + Del
Current key values
DefaultUserMame © Adminiztrator AutoadminLogon: 0

DefaultPassword:  Key not found or unaccessable GinaDLL:  Key not found or unaccessable F

HEEY_|
v :

ftwaresticrozoftwindows\Currentversions Palicies\E kplorer

Wiew Fgvorites Help
Time Zanes * || Mame Type Data
Tracmg | (Dafas) REG_SZ {waug POt 521)
Unattendiel | g PYRRETRTTER] AEG_SZ 1
_;_" '“‘3'“; F‘ W AutaLoganCount  REG_CAWORD
SEmEe % REG_DWWIRD
Windows ,EI:'U ORE
‘Windows AL G 52
REG_SZ 10

‘Wirtagan
Wireat AEG 5T "0

| Canc sl

| D erverCo,
WInSATAR] ] Deaul iPasswond [UUCRTS emsuser
WOW - || TSR REG 57 Emsiser

Current key value B ComputerH
MNaDiiveTypedutoRun (000000031

KEY_LOCAL_MATHINE, SOETWARE M crosafty Wind ows NTW urentVersiantWinlogon

=7_ enYigil Registry Too

If you require the machine to be a dedicated enVigil Client (e.g. File  Action. .

enVigil is the only software used on a day to day basis) you
set the ‘Dedicated Client’ setting on the ‘enVigil Client’ tab

Select Action->"Write values to registry’ from the main menu to

submit the changes.

should
ervigil Client ] erivigl Ser

AAHEEY_LOCAL_MACHIP

eneral Settings

....................................... 5

v ‘Dedicated Client

When using the registry tool to change the -
enVigilReg

===

behaviour of a terminal service client you should
say ‘Yes' to the dialog that prompts to change
the registry keys of the HKEY_CURRENT_USER @
branch. You must ensure that the Windows -
account running the terminal services session is
an administrator and has not yet been demoted
otherwise access to write to the registry will be
denied. See ‘Appendix C -Terminal Service Setup

Would you like to write values to HKEY_CURRENT_USER instead
of HKEY_LOCAL MACHINE?
Note: If setting up a terminal services client then click 'YES'

Guide’ for more information

Ensure Inhibit Sleep is set on the ‘enVigil Server’ Tab
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Disabling Ctri+Alt+Del on Windows 7

It is not possible to disable Ctrl+Alt+Del in the same way with Windows 7. Instead the
screen shown when Ctrl+Alt+Delete is key combination can be ‘tweaked’ so that no access
to the operating system is given. Therefore the user cannot run ‘Task Manager’ (which gives
the user the ability to run other programs) or even shutdown/restart the PC (Except by the
On/Off button on the PC itself).

Type ‘gpedit.msc’ in the Windows 7 Search/Run toolbar and hit enter.

Navigate to the ‘Ctrl+Alt+Del’ Options’ folder (Local Computer Policy...User
Configuration... Administrative Templates...System...). Set all items to be ‘Enabled’
by double clicking the item and setting the ‘Enabled’ option:

.' Local Group Policy Editor s

File Action View Help

s 7l EET

=/ Lacal Computer Policy ISl g ctri+Al+Del Options
= il Computer Configuration
=l Sho.ﬂ;\'are Setl?ngs Remove Logoff Setting | State
il Windows Setings 2| Remove Change Password Enabled
il Adm'”'St"at'YE Templates Edit policy setting |i=| Remove Lock Computer Enabled
B 4, User Configuration =
i we Task Manager Enabled
| Software Settings Requirements: EoolE Enabled
shiriells ywe Logo ablec
5 Windows Settings At least Windows 2000 e =
=N Aqminish'aﬁve Templates Description:
| Control Panel This setting disables or removes all menu
_ Desktop items and buttons that log the user off
“ Network the system.
il Shared Folders Also, see the "Remove Logaff on the
| Start Menu and Taskbar Start Menu” setting.
= [ System
|| Ctrl+Alt+Del Options
M Peicime Temballabine

Navigate to the ‘Start Menu and Taskbar’ Options’ folder (Local Computer Policy...
User Configuration... Administrative Templates...... ). Set the ‘Remove and prevent
access to the Shut Down, Restart, Sleep, and Hibernate commands’ to ‘Enabled”.
Note: This completely disables any ability to shutdown or restart the PC via the
Windows 7 operating system, by any user. After this setting has been applied only

the hardware on/off button on PC can be used. This setting is optional.

Collection File (.CLX) Permissions

If your enVigil configuration requires that the user can modify any collections (e.g. they can
modify the collection of points used by LB2 Convert GRX facility) you must ensure that the
file permissions for the .CLX file are set such that the EMSUser account has ‘Write’ but not
‘Delete’ permissions:

Right click the CLX file and select Properties...

Security tab... ‘Add..., ‘Advanced...” Find Now...

Select ‘EMSuser’ account...OK ... OK.

Now in the properties screen click the ‘Advanced button...

On the *Permissions’ tab ensure EMSUser is selected and click the ‘Edit’ button
Ensure that the Allow permission are all set except the ‘Full Control’ and ‘Delete’
entries.... OK...OK ...OK

NOTE: See the enVigil Collections section of this manual for more
information.
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Windows XP & Windows 7

o Navigate to the enVigil Install directory, the logfile directory (e.g. C:\Lodfiles)
and configuration directory (e.g. ‘C:\enVigilConfigs\ConfigName')in turn, right

Setting the ownership permissions of the enVigil install, logfile and
configuration directories

click each folder to access its properties.

enVigil Properties &J

General | Sharing ‘ Security ‘Prevmus Versions | Cusmm\ze‘

Objectname: C\Program Files\PharmagraphlenVigil

Group oruser namas

5%, CREATOR OWNER

82, SYSTEM

52, Administrators (EMS-SERVER1\Administrators)

52 Users (EMS-SERVER1\Users) %
4 1 3

Permissions for CREATOR

OWNER Allow Deny

(o

To change permissions, click Edit

Full control .
Modify
Read 8 execute

S

List folder contents
Read
Write i

For special permissions or advanced settings,
click Advanced.

Leam about access control and permissions

e Select the ‘Security’ tab and click the ‘Advanced’
button.

e Select the ‘Owner’ tab, if the current owner is
listed as ‘emsuser’ follow the remaining steps to
change the owner

| Advanced Security Settings for enVigil

Permi | Auditing | Ovmer | Effective P

Vou can take or assign ownership of this object if you have the required permissions or privileges.

Obiject name. C:\Program Files|PharmagraphienVigil

Current owner.

emsuser (EMS-SERVER1\emsuse

Change gwner to:

Name
3 (EMS-SERVER1 )
i, (EMS-SERVERT

Learn sbout object ownership

| Advanced Security Settings for enVigil

%}] e From the ‘Owner’ tab

QOwner

click the ‘Edit’ button

You can take or assign ownership of this object if you have the required permissions or privileges.

Objectname CAProgram Files\PharmagraphlenVigil

Current owner:

Administrator (EMS-SERVER1\Administrator)

Change ownerto!

e Ensure that the check
box ‘Replace owner
on subcontainers and
objects’ is checked

Name
? Administrator (EMS-SERVER1\Administrator)
52 Administrators (EMS-SERVERT\Administrators)

Other users or groups.

[¥]Replace owner on 1ers and objects

Learn about object ownership

ok ]

Cancel I l Apply J

¢ Click the ‘Administrator’user from the ‘Change owner to:’ list and click the Apply
button. Click OK on the three currently open permission dialog boxes.

Current owner:

Administrator (EMS-SERVER 1\ Administratol
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Setting ‘emsuser’ password and demoting to limited user
(XP & Windows 7)

. Open 'Control Panel .. User Accounts .. Local Users and Groups .. Users’

. Right click on ‘emsuser’ and click ‘Set a password’, then enter and confirm
password as ‘emsuser’. Note the use of all lower case

. Right click ‘emsuser’ again and select ‘Properties .. Member Of and remove

the Administrators group entry.

Setting PC start up behaviour in the BIOS

. During the boot sequence of the PC enter the system BIOS as instructed on
the screen (usually ‘F2")
. Under the ‘Power Management’ option (or equivalent), ensure that the ‘AC

recovery’ behaviour (or equivalent) is set to ‘Continue from previous state’ (or
equivalent). Note that the wording and location of this facility will vary
according to BIOS type. Use the appropriate option to ensure that the PC
starts up automatically if the AC power failed during normal operation. Itis
unusual to make the PC boot when power is applied, even if it was not on at
the time of AC failure.

Beware! - Joining the System to a Domain

For computers intended to run as a part of a domain you should be aware that any
configuration changes made prior to joining the computer to the domain may be reset by
the domains group policy. Therefore you should always check each step of this document
after the computer has been joined to the domain.

Domain User Accounts

If running the system on a domain you should request that the IT department sets up
domain versions of the ‘EMSUser’, ‘EMSSystem’ and ‘EMSAdmin’ accounts. These accounts
will replace the local user accounts created by the enVigil installer. The local accounts should
therefore be deleted. The ‘EMSUser’ domain account can be a simple domain user account.
‘EMSAdmin’ and ‘EMSSystem’ must be domain accounts that have local administrative
rights to the computer.

You must also repeat the ‘Running the enVigil Server service as the ‘EMSSystem’
account’ section of this document but instead use the login creditals of the domain version
of ‘EMSSystem’ :

O 259 When the enVigil Server is set to run as

a domain account the connection to the
network and the health of the Primary

lGeneraI: Log On | Recovery | Dependencies |

Logonas: and Secondary Domain Controllers
Local System account becomes critical. If the PC is booted
Allow service to interactwith desktop without the network connection in

place, or if the Domain Controllers are
unavailable, the enVigil Server will not
Password: seccssssassenee run. This is due to Windows requiring

a connection to the Domain Controllers
to authenticate the request to run the

Help me configure user accountlog on options. processes as the domain user. If there is
any doubt that the stability of the domain
is not reliable then the enVigil Server can
be left to run as the local ‘EMSSystem’
account.

@) This account: emssystem@asl.local Browse... |

gonﬁrm paSSWOrd: SRR RRRRRRERN
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Activity Check List -Highlight each step as it is completed

This contains some additional reminder steps not included in the main section of
this document:

Step Check

Power up PC for first time

Set date/currency to UK/English

Setup computer name as per FDS or SDS e.g. ‘EMS-server’, then enter a
helpful computer description

Record computer name used:

Setup the local ‘Administrator’ password to be ‘Administrator’ (note the capital
\AI)

Setup internet connection method as ‘LAN’ but leave IP/DNS details blank
(skip that setup page)

Setup Owner Name as ‘emsuser’ when asked for ‘“Your name’ - this will create
the initial account

Remove unwanted applications such as OMCI and Anti-Virus and Dell Backup
Manager

Set Control Panel to Classic View

Set screen resolution as 1280 x 1024 where possible. LCD screens should
always use native resolution. Set blank screen saver

Set the Windows theme to basic theme

Setup Windows 7 logon screen (W7)

Disable the Welcome Screen (XP)

Setting the Administrator password (W7)

Disable Windows Firewall(XP + W7) + Defender (W7)

[OR] Create Firewall exceptions for DBXServer.exe, Launch.exe and DCOM
port 135

Disable Windows Security Centre Alerts

Disable Windows Automatic Updates

Set Local Security Policy to Classic Network Access

Install enVigil application from enVigil Installation disk

Set default password policy

Configure the enVigil Server Service to run as ‘EMSsystem’

Check that the ‘EMSadmin’, ‘EMSsystem’ and ‘EMSuser’ user accounts are set
to never expire

Create Taskbar shortcuts. Delete unnecessary taskbar shortcuts

Copy the configuration files from the Configuration CD in to PC's folder under
‘enVigil’

Copy all patches from the Configuration CD ‘enVigil’ folder to the PC’s ‘enVigil’
folder

Share the Lodfiles and Configuration directories

Configure the desktop’s enVigil Client shortcut to point to your project’s main
VCX file

Drag a shortcut to enVigil Client to EMSuser’s ‘Start Menu’ - ‘Startup’ option

Create and drag a shortcut to ‘AuditComment.exe’ to EMSuser’s ‘Start Menu’
— ‘Startup’ option
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Modify enVigil behaviour if necessary using the enVigil Registry Tool:

Including Ctrl + Alt + Del disable, Auto Run, Automatic Logon, Audit Comment
always on top.

Enable Dedicated Client if required.

Enable Inhibit Sleep on Server tab.
Tweak Ctrl+Alt+Del screen (W7)
Set ‘emsuser’ password

Setup any additional serial interface cards, if any. Remember to set RS485
ports to ‘Half-Duplex, Auto-gating” where necessary

Set AC recovery behaviour in the system BIOS
Setup a local printer, if any
Setup a local UPS, if any, including setting the power fail timings

Make backup copies of the completed enVigil configuration folder and

enVigil executables folder to a memory key. Remember to copy these to

to a permanent backup device, along with any registry tweaks. Use enVigil
Registry Tool ‘File..Save’ to save registrysettings so that you can get recover
configurations in future

Remove ‘emsuser’ ownership permissions for install, config and lodfile
directories

Demote the ‘emsuser’ account to ‘Limited User’
Reboot the PC and check that enVigil Client starts in the correct target screen
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Notes:
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