enVigil-FMS:Remote Client Configuration Guide Appendix B

REMOTE CLIENT
CONFIGURATION GUIDE

This document addresses the steps required to install
and configure enVigil when running as a remote
client.
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Introduction

This document constitutes a step by step procedure to be used when implementing an
enVigil Remote Client (View Node) system and addresses both the changes needed on the
enVigil Server PC and the installation procedure on the remote client.

If you are installing a remote terminal service client the steps in this document are not
applicable and you should see ‘Appendix C -Terminal Service Setup Guide’ for more
information

You must install the enVigil Client software whilst logged into a Windows user
account that has full Administrative priveleges.

PC Prerequisites

The PC specification will vary, however some requirements are common:

The OS should be Windows XP Professional SP2/SP3 or Windows 7.
A Network Interface must be fitted.

An internal speaker should be fitted.

All disks should be formatted as NTFS.

The client PC setup should be completed as per the previous appendix enVigil Workstation
Configuration before enVigil is installed. When installing enVigil you should only install the
enVigil Client feature. To do this select ‘Custom’ as the setup type and choose the ‘This
feature will not be available’ option for the enVigil Server feature:

3 enVigil FMS Version 3 - InstallShield Wizard [

Custom Setup i 4

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.
—— envigil Client Feature Description
{Zl envigil Server Installs the files necessary to run

an enVigil Client. The enVigil
Client connects to an enVigil
Server to access its real-time and
historical data.

This feature requires OKB on your
hard drive.

Install to:

Change

InstallShield

Space < Back ” Next > J ’ Cancel
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Changes to enVigil Server to permit remote client connections

Before any remote client can successfully connect to an enVigil server, some changes must
be made to the enVigil Server configuration to enable DCOM access that is used for real-
time data access and user authentication for enVigil.

Control Panel...Administrative Tools.. Component Services....Computers... My Computer
Properties....COM Security

i Component Services |:||E|[5__<|
@ Fil=  Ackion Mew ‘Window Help | = J
L @O

I[[:I Console Root Computers 1 objeck(s)

= @ Component Services
+ a Compukers

+] % Event Wiewer {Local)

+ Services (Local)

| General I| Optionz i: ____________

| Default Protocols [ MSDTC COM Security

—Access Pemissions

ou may edit who iz allowed default access to applications. You may
algo et limits on applications that determine their own permissions.

Edit Limits...

— Launch and Activation Permissions

“You may edit who is allowed by default to launch applications or
activate objects. You may alzo et limitz on applications that
determine their awn permizsions.

Edit Limits... Edit Default...

[ Ok ][ Cancel ] Apply

e Click ‘Edit Limits’ button under ‘Launch and Activation Permissions’:
Click *‘Add..”
Click ‘Advanced.. .. 'Find Now’, then scroll down if necessary to select
- ‘Authenticated Users’ if on a non-domain system
- ‘Domain Users’ if on a domain system
e Click OK twice
e Ensure all permissions are set to ‘Allow’
e Click OK twice

!ﬁ Offer Remote Aszsiztance Helpers [ THORIMGPChWOffer F...

Add... | Remove |

Permizzions for Authenticated
Usgers Allow Deny

Local Launch
Remote Launch
Local Activation

EEEE
oooao

Remote Activation
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Next the access and launch and activation permissions need to be set for the DBXServer
COM component.

With the Component Services tool still open:
e Navigate to Computers...My Computer...DCOM Config
e Find the ‘DBXServer’ component. Right click and select ‘Properties...

@ File  Action iew ‘Window Help |_|— _IE' ll
|« = @@ x 2 0[5 a8 |
I[:I Console Rook DCOM Config 242 objectis)
E@ Component Services \,& \,& \,& \,&
ED Computers atICRM Backaround BAE Blocked
EI--- My Camputer Inteligen... Drivers

123 comM+ Applications

g DCOI: Co;ﬁg @ @ @ @ | General || Locati0n| Security | Endpaints || Identit_l,l|
Distributed Transaction C

H D Running Processes CExcell2Co.,. COM+ Event ComEvents.... ComEwvents....
Event Yiewer (Local) Class System
..

Services (Local) g
g g ll " Cuztomize Ed.. |

cpcScan CustReq Class  CwordCony
Class

@ @ @ @ — &ccess Permission

Defrag NTFS dfuicom DMCCompo... DMCCompo... [ % Use Defaul

engine " Customize Edt... |

DocProcEngi... DPCproject  Event Object  Event Object B

— Launch and Activation Permission:

— Configuration Permizzion

< | * Class Change Change 2
" Use Default
' Customize Edit... |
[ u] ] [ Cancel ] Apply
e Select the ‘Security’ tab and set ‘Launch and Activation Permissions’ to ‘Customize’:
e Click ‘Edit’" in the ‘Launch and Activation Permissions’ section:
e Click ‘Add..
e Click ‘Advanced..” .. 'Find Now’, then scroll down if necessary to select :
- ‘Authenticated Users’ if on a non-domain system
- ‘Domain Users’ if on a domain system
Click OK twice
e Ensure all permissions are set to ‘Allow’
e Click OK.

Launch Permission

Security |

Group or user names:

!ﬁ Administrators [AUTHORING PCYWAdministrators]

€7 INTERACTIVE
€7 SYSTEM

Add... | Remove |

Permizszions for Authenticated
Usgers Al Deny

Local Launch
Remote Launch
Local Activation

EEEE
ooono

Remote Activation

] I Cancel

4 Issue CA



enVigil-FMS:Remote Client Configuration Guide Appendix B

Set ‘Access Permissions’ to ‘Customize

Click ‘Edit’ in the ‘Access Permissions’ section:

Click *‘Add..”

Click ‘Advanced..” .. 'Find Now’, then scroll down if necessary to select :
- ‘Authenticated Users’ if on a non-domain system
- ‘Domain Users’ if on a domain system

e Click OK twice

e Ensure all permissions are set to ‘Allow’

e Click OK twice and close the Components Services tool.

Access Permission

Security l

Group or user names:

ﬁi Authenticated Users

€T GELF

€7 SYSTEM

Add... | Remaove |
Bermizzions for Authenticated
Usgers Allaw Deny
Local Access O
Remote Access O
Ok | Cancel

Remote client licences on enVigil security key on server machine

The enVigil USB/Parallel security key on the server machine should be setup with the
relevant number of remote client licences. Use Help->About from the enVigil Server
Configuration programs main menu:

About enVigil Server Configuration

«_ enigi Server Configuration Yersion 3,0, 0, 4
s

W5 version 1.03

Package type <Demanstration Run-time
Max |0 count 10000 i uge ’3—

Maw remate client licences |3 ihuze (0
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EMSUser Account

You should initially create an ‘EMSuser’ user account with the password ‘emsuser’ as an
Administrator. If on a domain request the IT department to create a domain account called
‘EMSUser’ and requested that the account temporarily has local administrative rights. At
the end of this guide the ‘EMSuser’ account will be demoted to a limited or standard user
account. Ensure that the ‘EMSuser’ (domain or non-domain) account is set to never expire
and that the user cannot change the password:

¥ Local Users and Groups

File  Action  Wiew Help

- B XEB 2

I Lacal Users and Groups (Lacal) ame Full Mame Description
{3 Users Qﬁ\dministrator Built-in account For adrmini:
(3 &roups lgemsadmin emsadmin entigil administrative user
lgemssvstem emssystem envigil swstem
SUSEr EmsUser envigil i
QGuest
QHeIpAssistant
lgl\ﬂanager R
B Mandy General | Member Of | Profile |

i menfeetvsuser Med
lgOperator COpe g BMEUser
gSupervisor Sup|

#FSUPPORT_38... CNs

Full name: |emsuser |

Description: |en\~figil interactive uzer |

User must change password at nest logon

[¥]iser cannat change password

|

Paszword never expires
[ Account is disabled

Account is locked out

[ u] ][ Cancel ][ Apply ]

Control Panel .. Administrative Tools .. Computer Management .. Local Users and Groups ..
Users’ the properties of the EMSUser account should look like this:

Before proceeding ensure that the remote client is logged in as this ‘EMSuser’ account
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Setting up the enVigil Client shortcut on the Remote Client

After the enVigil Client software has been insta

lled a desktop shortcut to the enVigil Client

will be created. Right click this shortcut and select ‘Properties...” from the popup menu:

You will need to change the ‘Target’ field so that the enVigil Client runs the VCX located on

the enVigil server machine:

/X

enVigil Client Demonstration Properties

General | Shortcut |E0mpatibilily || Security|

enVigil Client Demonstration Properties

| General| Shartcut |E0mpatibilily | Security|

eriyigil Client D'emonztration

5
[Zpvigil

Tarqet type: Application

Target location: enviail

i igilCanfigssDemonstrationsPhar

Target: | igil. exe" HE

Start in;

|"C: “Program FilezhPharmagrapht.entigil"! |

eriyigil Client D'emongtration

5
[Zpvigil

Tarqet type: Application

Target location: enviail

Target: | igil. exe"

Start in; |"C:\F'rc-glam Files"Pharmagraphentfigils"' |

You should also copy the shortcut to EMSuser’s startup directory. so that it runs
automatically when the ‘EMSUser’ account automatically logs in:

& C:\Documents and Settings\emsuser\Start Menu\Programs\Startup

File Edit View Favorites Tools  Help a"
- [ N ! [ -

e Back d l.w ,//J Search “. Folders

address (5 :\Documents and Settingshemsuser!Start Menu\Programs)Startup b | Go

; . desktop.ini

File and Folder Tasks % et ﬁnﬁguration Settings

(27 Make a new Folder

e Publish this folder ko
the ‘Web

e Share this folder

Other Places

|C3) Programs
fE I T VY

ool

C Shorteut ko envigilexe
Shorteut

@wiﬂil 1KEB
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Modifying enVigil behaviour via registry keys

The ‘enVigil Registry Tool’ should be used to lock the remote client down before final use.
Ensure the system tab is set as follows:

*. enVigil Registry Tool

Fil=  Action..
enigil Elient] enVigiIServer] Drivers  entigil System | About / Help

HEEY_CURRENT_USER\Contral Panel\Diesktop

I” Force AuditComment pop-ups to be on top
Current key values
FaregroundFlazhCount : 000000003

ForegroundLockTimeout: 000030440

HEEY_LOCAL_MACHINENSOFTWARE Microsoft\windows N TACurentersionswinlogon

¥ Enable emuser Automatic Logan [v Digable Chl +&lt + Del
Current key walues
Defaultllzetame : Administrator Autoddminlogon: 0

DefaultPassword:  Key not found or unaccessable GinaDLL:  Key not found or unacceszable

HEEY_CURRENT_USER\S oftwarehMicrosoftywindows\CurrentersionsPolicies\E xplarer

2
Current key value
MNoDriveT ypedutoR un 0x00000091

HEEY_LOCAL MACHINENSYSTEMAYCurrentControlS ethServiceshw32time

Time Server [wW32Time]
AParameters [ LocalNTP ..\Config I™ AnnounceFlags =5

Note: Only select Ctrl+Alt+Del is Windows XP!
Select Action->"Write values to registry’ from the main menu to submit the changes.

If you require the machine to be a dedicated enVigil Client (e.g. enVigil is the only software
used on a day to day basis) you should set the ‘Dedicated Client’ setting on the ‘enVigil

Client’ tab:

File  Action..

et igil Client erigil Sers

AHKEY_LOCAL_MACHIM

eneral Settings

....................................... Y

v iDedicated Client

Select Action->"Write values to registry’ from the main menu to submit the changes.
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Disabling Ctri+Alt+Del on Windows 7

It is not possible to disable Ctrl+Alt+Del in the same way with Windows 7. Instead the
screen shown when Ctrl+Alt+Delete is key combination can be ‘tweaked’ so that no access
to the operating system is given. Therefore the user cannot run ‘Task Manager’ (which gives

the user the ability to run other programs) or even shutdown/restart the PC (Except by the
On/Off button on the PC itself).

Type ‘gpedit.msc’ in the Windows 7 Search/Run toolbar and hit enter.

Navigate to the ‘Ctrl+Alt+Del’ Options’ folder (Local Computer Policy...User
Configuration... Administrative Templates...System...). Set all items to be ‘Enabled’
by double clicking the item and setting the ‘Enabled’ option:

File Acton View Help
LI EIEN ISR

=/ Local Computer Palicy

B Ctrl+Alt+Del Options
[= %l Computer Configuration

| Software Settings

|»

. Remove Logoff Setting | State
4_' Windows Settings |i=| Remove Change Password Enabled
| Administrative Templates Edit policy setting |i=| Remove Lock Computer Enabled

=) L_.ls_ler SamligrEaban Requi s |i=| Remove Task Manager Enabled
= e n A;c:lalr;nc;;;do.ws 2000 [=kremove Logoff Enabled
| Windows Settings =

= | Administrative Templates

LV Description:
| Control Panel

This setting disablez or remaves all menu
| Desktop items and buttons that log the user off
I Network the system,
| Shared Folders
| Start Menu and Taskbar
] System

| Ctrl+Alt+Del Options

HEHB&A

Also, see the "Remove Logoff on the
Start Menu” setting.

0ol

Navigate to the ‘Start Menu and Taskbar’ Options’ folder (Local Computer Policy...
User Configuration... Administrative Templates...... ). Set the ‘Remove and prevent
access to the Shut Down, Restart, Sleep, and Hibernate commands’ to ‘Enabled”.
Note: This completely disables any ability to shutdown or restart the PC via the
Windows 7 operating system, by any user. After this setting has been applied only

the hardware on/off button on PC can be used. This setting is optional.
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Setting the ownership permissions of the enVigil install directory
Windows XP & Windows 7
o Navigate to the enVigil Install directory

(e.g. C:\Program Files\Pharmagraph\enVigil) and right click the folder to
access its properties.

R ervigi Propertics ksl e Select the ‘Security’ tab and click the ‘Advanced’
General | Sharing‘ Security ‘Previnus Versions | Cusmm\zal bUtton "
Object name: CAProgram Files\Pharmagraph\enVigil A A
Group or usernames e Select the ‘Owner’ tab, if the current owner is
£ GREATOR OWNER B listed as ‘emsuser’ follow the remaining steps to
i =
%i;:ﬁiramrs (EMS-SERVERT\Administrators) E Change the owner
2 Users (EMS-SERVER1\Users) T
< | 1 | F-X_'[

| Advanced Security Settings for enVigil

To change permissions, click Edit. — [ Audiing | Owrer | Efcive P

Permissions for CREATOR

OWNER Allow Deny Vou can take or assign ownership of this objectif you have the required pemissions or privileges
Full contral 1 |
Maodify Objectname:  ClProgram FilesiPhammagraphlenVigi
Read & execute 5 Current owner.
Listfolder contents emsuser (EMS-SERVER l\emsuse]
Read |
Wiite 1 Ghange gwnerto

For special permissions or advanced settings, Name
click Advanced. £ Administrator (EMS-SERVER1\Administrator)

2 Administrators (EMS-SERVERT\Administrators)
Leamn about access control and permissions

L s
Leam about object ownership
AY I
| Advanced Security Settings for enVigil % o From the OWner tab

[ Guner | click the “Edit’ button

You can take or assign ownership of this object if you have the required permissions or privileges.

e Ensure that the check
Object name C\Program Files\PharmagraphlenVigil bOX ‘Replace OWI’]er
Curentouner on subcontainers and
Administrator (EMS-SERVERT\Administrator) Objects’ iS Checked

Change owner to

Name

Z-,Admlmstratur[EMS*SERVER]\Admlmstramr) ' ° CIICk the AdmInIStrator user
2, Administrators (EMS-SERVER1\Administrators) from the ‘Cha nge Owner

to:’ list and click the Apply
button. Click OK on the three
[ Oterusers orgroups. currently open permission
dialog boxes.

[¥|Heplace owner on sub ers and objects

Learn about object ownership

Current owner:

oK ] I Cancel ] [ Apply

Administrator (EMS-SERVER 1\Administrator

Demoting EMSUser to limited user

o Open 'Control Panel .. User Accounts .. Local Users and Groups .. Users’
o Right click ‘EMSuser’ and select 'Properties .. Member Of’ and remove the
Administrators group entry.
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