enVigil: Terminal Services Configuration Guide Appendix C

TERMINAL SERVICES
CONFIGURATION GUIDE

G—©

.

This document addresses the steps required to
configure and allow terminal services based clients
on enVigil systems.

Terminal Service clients, unlike classic DCOM based
enVigil clients, allow full access to the enVigil
system as if connected locally. Terminal Service
clients are very easy to setup and require no
installation of enVigil software on the remote client
PC.
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INTRODUCTION TO TERMINAL SERVICES

Normally, the user interacts with the system via a keyboard, mouse and monitor that
connect via low-level Windows services to their ‘console session’. All the activity takes place
on the single PC.

| T '
[ ] '
| ! i
- ! : User Fred’s console 1
o session (interactive) |

1

1

1

User ‘Fred’ enVigil Server PC

A standard Windows workstation allows multiple local user sessions but only one session is
interactive, other user accounts are suspended while the active session is in use:

Bjorn’s session (HMI suspended)

Jane’s session (HMI suspended)

Fred’s session (interactive)

o : —
@d Windows Services

A

enVigil Server Workstation

User is switched to Jane...

Bjorn’s session (HMI suspended)

Jane’s session (interactive)

Fred’s session (HMI suspended)

£ 3
Windows Services

ow

enVigil Server Workstation

You may be familiar with the standard Micosoft Remote Desktop as used by various versions
of the Windows Operating system. Remote Desktop is actually achieved using a degenerate
Terminal Service Server that only allows a single remote client connection. With RDP any
local session logged on is ended when the remote connection is joined:

(Fred’s session ended)

Jane’s session (remote)

A4
\Windows Services [€&— Jane’s Workstation

enVigil Server Workstation
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To allow concurrent RDP based client connections the enVigil Server PC needs to have a 3rd
Party Terminal Server installed. Once installed the limitation of a single concurrent remote
desktop connection is removed. We recommend using a product by ThinStuff called XP/

VS Terminal Server for Windows it can be ordered and licenced to allow 1, 3, 5, 10 or
unlimited concurrent client connections. For more information check the ‘Installing ThinStuff
XP/VS Server’ section of this document.

3 % Jane’s
L_ Remote Desktop| | session :
»4 Connection : :
3 3 Fred’s o
F . ] - H H Remote Desktop
session <
Windows Services 4@ *— Conmacten

it !
Fred’s Workstation ") Wmdow_s SENICQS |
With Terminal Services T | Windows Services

Jane’s Workstation

%, Remote Desktop Connection o] @ ] . . )
‘ After the terminal server is installed (and any licences
| Remote Desktop

%< Connection applied) the standard RDP client software included within
the Windows OS can be used from the remote machines to

GeL;v::I‘ J:Iizl:yl Local Resources | Programs | Experience | Advanced con neCt tO the server.
E.».L‘ Enter the name of the remole computer.
Computer:  EMSSERUER - Client connections are licenced exactly like classic enVigil
Username: - [omuserT| DCOM clients, the enVigil Server security key/dongle is
You nil b asked for credenizle vhen you cornect. programmed with a maximum concurrent client connection
I Ao .t save cederts allowance.
Conneclion settings
Save the cument connection settings to an RDP file or open a
| saved connection
[ Save  |[ Savess. ][  Open ]
=) Gpters o

enVigil Terminal Service clients are only supported in enVigil FMS/PnP/Lite Version 3
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TERMINAL SERVICE vs DCOM CLIENT

Terminal Service clients have many benefits over classic DCOM clients. Some of the major
advantages are listed below:

e Reduced setup time
e No complex DCOM permissions to configure
e No Firewall configuration as RDP uses default ports that are usually enabled
e No enVigil Client installation

e Audit comments can be submitted from any client, whether local or remote

e Client machine can be a lower specification as the enVigil server machine is doing major
processing

e Complete Management of system if required
e IO_VIEW, Windows User Manager and enVigil User Access Manager can be run
from client

e Can be accessed via internet provided suitable Firewall configuration is made

e Remote clients can be cross platform using 3rd Party RDP Client software

Terminal Service clients also have a humber of disadvantages. The major disadvantages are
listed below:

e Server machine needs to be a high specification as the enVigil server machine is doing
major processing on behalf of each client

e Unlike DCOM clients, each Terminal Service client should be set to run as a different user
(e.g. cannot all run under 'emsuser' account)

e A multiple enVigil Server system, where each server needs to view data on other
servers, cannot be supported with Terminal Service clients alone and requires a least
one DCOM client.

4
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INSTALLING THINSTUFF XP/VS SERVER

This section outlines the steps required to install ThinStuff XP/VS Server. The instructions
are meant as a guideline only and are correct at the time of print. If you have any issues or
require more information please visit www.thinstuff.com. Download the latest version of the
XP/VS Sever from www.thinstuff.com and run the installer on the target enVigil Server PC
only.

e e — = Ensure that all other applications are closed before
Welcome to the XPIVS Terminal progressing the installation and clicking the ‘Next’ button.

Server 1.0.622 + TSX-USB 1.0.84
Setup Wizard

This wizard wil guide you through the installation of XP/VS
Terminal Server 1.0.622 + TSX-USB 1.0.84.

Itis recommended that you dose all other appicatons
before starting Setup. This will make it possble to update
relevant system files without having to reboot your
computer,

Click Next to continue,

04

& Thinstuff

\y

& XP/VS Terminal Server 10.622 + TSX-USB 1084 Setup ol = ===

w, ticanse Once you have read the Licence Agreement click the
& Thinstuff rlease review the license terms before instaling XP VS Terminal \ P . .
e 10,622 1TSS 1054 I Agree’ button to progress the installation.

Press Page Down to see the rest of the agreement.

Thinstoff END-USER LICENSE AGREEMENT. Befors using
this PRODUCT, carefully read the following terms and | |
conditions. Installation, copying or use of the
PRODUCT by you indicates your acceptance of this
agreement. This is a legal and binding agreement
between you and Thinstuff s.r.o (THINSTUFF). If you

do not accept this agreement, no license is granted

to you for use of the software and you must

immediately return the unused software and all =

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install XP{VS Terminal Server 1.0.622 + TSX-USB 1.0.84.

<pac | 1agee | [ cance |

& XP/VS Terminal Server 10.622 + TSX-USB 1084 Setup ol = ===

” Procuct Selaction You may be offered to install the XP/VS Terminal Server

@ Thinstuff  voretonerserver neataton? or the TSX USB Remote Desktop Client AddOn. You must
e e et 81 TS et e T8 choose the ‘Server Installation:Install the XP/VS Terminal
e e R et e el e R e e et it Se rve r’ 0 pt | on.

“Server Installation” below.

If this is a workstation then you may choose to install the T5X USB Client AddOn.
The TSX US8 AddOn is optional and not required to connect to the XP/VS Terminal Server.

(@) Server Installation: Instal the XP/VS Terminal Server
(© Workstation Installation: Install the TSX USB Remote Deskiop Client AddOn

<Back [ Next> | [ cancel |

i e L =I=Ed  When prompted to select the install location the default

Choose Install Location

<® Thinstuff destination can be used and the ‘Next’ button can be

The selected product will be installed in this folder. IF you want to use another location, C | IC ke d .
please cick Browse and choose a different directory.

Destination Folder

[:Pog o s oo o

Space required: 12.3V6
Space avaizble: 209.868

<Back | Next> | [ cancel
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INSTALLING THINSTUFF XP/VS SERVER continued...

<& XP/VS Terminal Server 10,622 + TSX-USB 1.0.84 Setup E=m[EcR ==
Choose XP/VS Evaluation Version
Please choose the version you want to evaluate

Ay,
\® Thinstuff
© Professional
@ Standard

Olite

©) None. I do already have a vald license.

If this machine is joined to a Windows Server Domain or runring a Windows Server OS then
you need at least the Standard Version.

The Professional Version in addition allows you to redirect any client-attached USB devices
(e.g. MFC devices or fiatbed scanners) over RDP.

Please visit http: /www. thinstuff.com/products spus-server to see a detaled version
comparison.

<Back | next> | [ concel |

& XP/VS Terminal Server 10.622 + TSX-USB 1.0.84 Setup ol ===
ional Information
TS RemoteApp - Searless Application Publishing

& Thinstuff

XP{VS Standard and Professional indude the possibiity to use TS RemoteApp which allows
publishing of seamless remote applications on any Windors operating system!

The TSX RemoteApp Software is avalable as 2 separate donnload.

Click on the download ink below to get your copy now

There are no extra charges for TSX RemoteApp if you have a XPVS Standard or
Professional license.

In addition the TSX RemoteApp installer also indudes an advanced, completely free Remote
Deskiop Connection diient!

> Click here to download the TSX RemoteApp installer

> Click here to get more information about TSX RemoteApp

<Bac | net> | [ cancel

& XP/VS Terminal Server 10.622 + TSX-USB 1.0.84 Setup ol ===
W to proceed with Setup
s
‘& Thinstuff
all required informaton has been collected
Please choose Install to proceed.
[ <Back ][ mnstal ] [ concel |

The next step of the installation is very important and is
where you choose the ThinStuff licence type.

If your enVigil system is going to run on a private network
(e.g. Standard workgroup) then you can select 'Lite’

If your enVigil system is going to be run on a Windows
domain then you must select ‘Standard’ as the Lite version
will not run on a machine joined to the domain.

The ‘Professional’ option includes support for remote USB
devices and is usually not required.

You may be prompted to install TSX Remote App. This
software is not required as the standard Windows Remote
Desktop Client can be used. Ignore the links and click the
‘Next’ button

Usually at this stage all the information and install options
have been collected and the bulk of the installation can be
carried out. Click the ‘Install’ button to proceed.

The installer will show a number of installation progress screens. Depending on the
operating systems security settings you may be asked to confirm some installation steps, if
so these should be confirmed using the ‘Install’ button:

B XPVS Tarminal Servar L 0520 + TEX-AEB 1 034 Saup =@ &

Ay, bradaling

S Thinstufl resss s ks 0 Tersd e L0222 + T
LB bang retmien

il W b TheetuMPvatenves - 1.0 5220, 15 ra” ronestart EVALLUTIONM:

Thirertoff 3955 Tarrranad Server L (0627

G| Plezas wot whde Windoas configusss Thaatulf )T Tersns
Sarear 10633

Tra reraneg Gmezrzs

Windows Security

Would you like to install this device software?

N Name: Thinstuff s.r.0. System devices & XP/VS Terminal Server1.0.622 + TSX-USB 1084 Setup
1

Publisher: Thinstuff s.r.o.
Completing the XPVS T

==

@ You should only install driver software from publishers you trust. How canl
decide which device software is safe to install?

[C] Always trust software from "Thinstuff s.r.0.". Setup Wizard

installed on your computer.

Click Finish to dlose this wizard.

\I”

‘® Thinstuff

Server 1.0.622 + TSX-USB 1.0.84

XPJVS Terminal Server 1.0.622 +TSX-USB 1.0.84 has been

Cancel
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APPLYING A THINSTUFF LICENCE

The XP/VS Terminal Server software installer package includes only a demo licence that
expires after 14 days. ThinStuff is licenced using a software key that defines the number of
permitted connections. The licence variations for each product are defined below:

ThinStuff Product Available Packages

XP/VS Terminal Server Lite (Non Domain) |1, 3, 5, 10 and unlimited client connections for 1 server
XP/VS Terminal Server Standard 3, 5, 10 and unlimited client connections for 1 server
XP/VS Terminal Server Professional 3, 5, 10 and unlimited client connections for 1 server

You will be required to setup an account with ThinStuff.com to manage the purchasing of
licences. There are both online and offline activation methods:

Online Activation

This is the simplest method of activation and requires the enVigil Server PC to have a

direct internet connection. The licence purchase is achieved by running the XP/VS Terminal
Server Administrator program and selecting File->Add/Activate License and clicking the ‘Add
licenses/Start internet activation...’

& Thinstuff XP/VS Terminal Server Administrator (=R

File View Options Help

B Terminal Servers
- EMS-SERVER1

License information

Import License from File Type/State Activation License Expir... Grace Expira... Concurrent... Version
Add/Activate License emo Test Epred) | Notavaiable | = | 201iang5. [0 |Sendad |
Exit

Activate licenses ==

Licenses currently not activated

D Filename Type/State  Activation Expiration Concurrent...

Activation information

hardwareKeyVersion=3
hardwareKey[0] =65327299 I
hardwareKey[1] =326466455 -
L | hardwarekey[2]=1

hardwareKey[3] =4021692990

hardwareKey[4] =2373449819

hardwareKey[5] =1 -

»

| Add licenses/Start internet activation ... | I Copy hardware key to dipboard

NOTE : Activation will be done online on the Thinstuff website

Thinstuff License Tool and Online \ir, .
Shop ‘® Thinstuff

Login | Fagisier

You will then be directed to ThinStuff.com
where you will be required to login to your ‘9™ orcreatean account

ThlnStuff management account and purchase :u'z-'rzwmg';e:wmmagmlmlanwmsmrmwhrgmngmhmmhmsﬁsfarmnmﬁumnﬁamm anaging
the licence. A licence file will be downloaded sy sy s o e s g

and will simply be applied from the XP/VS

A / o . Existing User New Usar

T_ermlnal Serwcg admlnlstrat(_)r using the Y P

File-> ‘Import Licence from file option’, e~ 7 Create a new account!
ELTTTTITTTY Pach s weord

| Login |

1fargok my pazmeord, plense mend me B new goe

Thirestuff Liczrise Toal and Dnbne Shap
Capyright (C) 20082007, Thinsuff sr
wowow thirshyff

com | Terms & Condtions
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Offline Activation

There is also the possibility to do an offline activation. The activation information is copied
from the offline computer and saved to a text file. The text file is then taken to the online
computer where it is used to purchase a licence from ThinStuff.com. The licence file is then
copied back to the offline computer and applied using the File-> ‘Import Licence from file’

option.

Actvate licenses Ed The Licence information is obtained using the
i s ‘Copy hardware key to clipboard’. The text can
m Filename Type/State Activation Expiration Concurrent...

simply be pasted into a text editor (e.g. Notepad)
and saved to USB memory stick where it can be
easily transferred to the online PC.

Activation information

hardwareKeyVersion=3
hardwarekey[0]=65327299 T
hardwareKey[ 1] =326466455 -
hardwarekey[2]=1
hardwarekey[3]=4021592590
hardwareKey[4]=2373449819
hardwarekey[5]=1

| >

| Addlicenses/Startintemet activaton ... | I Copy hardware key to dipboard

NOTE ; Activation will be done online on the Thinstuff website

Activated Licence

If the steps have been followed correctly the XP/VS Terminal Service administrator should
show an activated licence entry:

& Tt X215 Termin semer rammeeeo NN ==

L

File View Options Help

B Terminal Servers

... EMS-SERVER1 License information
D Type/State Activation License Expir... Grace Expira... Concurrent... Version
Full (valic) |Successtl _INever [ l5 _____|Standard |
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PREPARING THE SERVER FOR REMOTE CLIENT CONNECTIONS

The next section describes the small humber of steps required to correctly ready the
Terminal Server machine (enVigil Server) to host terminal service clients.

Creating Unique User Accounts

As previously mentioned it is essential that each client machine runs a session with a unique
user ID (Windows Account). If unique user IDs are not used it is not possible to ensure that,
should a Remote Desktop session get disconnected, the correct session is re-connected.

i emsuser’s
| session
o i | Remote Desktop
g | : i emsuser’s P
1 - - l session b
3 =35> Windows Services <—¢- .
1 1 |

$ B
emsuser in Production == Windows Services Lo
plus Terminal Services | | L Windows Services

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

emsuser in QA

In the scenario depicted above should the connection be lost you would be prompted
to reconnect to the session named ‘emsuser’ or the session identically named ‘emsuser’

The solution is depicted below and can be used to ensure that re-connection to the
correct session is ensured:

m emsuserQA
session
& emsuserProd §
a session
. i
emsuserProd % Windows Services Lo
plus Terminal Services | | L Windows Services

emsuser@A

If running on a non domain system you can use the Windows User Manager to add all the
unique users to the enVigil Server machine, the users can be added as ‘Standard’ user
accounts. To keep things simple set the password to be the same as the username and
apply the settings so that the password cannot be changed and does not expire:

New User @ B lusrmgr - [Local Users and Groups (Local)\Users] EI@
User name: emsuserProd File Action View Help
o2 2EX0 5| 06
& Local Users and Groups (Local) || Name Full Name Description || Actions
Description | Users B
= & Administrator Built-in accol Users -
| Groups & AsPNET ASP.NET Machine Acco...  Account useq More Actions
Passward: seesesseeee & CBloggs CBloggs
Corfirm password: cesssssnsen| & emsadmin emsadmin /|| emsuserPrad -
!," emssystem emssystem enVigil syster More Actions
User must change password at next logen & emsuser emsuser
User cannct change password L JemsuserProd  emsuserProd
Password never expires BlemsuserQA  emsuserQA L
[C] Accourt is disabled f-| = i ] - D
- =
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Allowing Remote Connections

It is important to ensure that the remote settings for the enVigil Server PC are set so that

incoming connections are permitted.

Control Panel > System > Remote Settings

System Properties

| Computer Name | Hardware | Advanced I System Protection | Remote |

X5

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop
Click an option, and then specify who can connect, if needed.
() Dont allow connections to this computer

@ Alow connections from computers running ary version of
Remote Desktop (ess secure)

() Mlow connections only from computers running Remote
Desktop with Network Level Authentication {more secure)

Help me choose

[ OK ][ Cancel ] Apply

Ensure that the ‘Allow connections from
computers running any version of Remote
Desktop (less secure)’ option is enabled.

Click the ‘Select Users..." button to define
the list of users that will be allowed to
remotely connect to the enVigil Terminal
Server PC

Remote Desktop Users IEI

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.
lgemsuserl:‘rocl

gemsuserﬁﬁx

g NT AUTHORITY \Autherticated Users

aslvrosswallingford slready has access.

To create new user accounts or add users to other groups, go te Control
Panel and open User Accourts.

0K | [ Cancel

Click the ‘Add..." button and use the standard
user selection screens to add the newly
created unique terminal service users.

10
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Creating Startup Shortcuts (Windows XP & Windows 7)

The enVigil Server machine must have its shortcuts created. Log in to each newly added
terminal service user account and create shortcuts for AuditComment.exe and enVigil.exe
and copy them to emsuser’s startup directory -

Windows XP -> ‘C:\Documents and Settings\emsuserX\Start Menu\Programs\Startup’

Windows 7 -> ‘C:\Users\emsuserX\AppData\Roaming\Microsoft\Windows\Start Menu\
Programs\Startup

Your enVigil.exe shortcut should point to the path of your required VCX file:

enVigil Client Demonstration Properties |E| El

General | Shartcut |Compatibility | Security|

@C' ertigil Client Demonstration
Wigil

Target type: Application

Target lacation: erigil

Target: | igil.exe'] "'C:herVigiConfigs\&BCAT opLevel vos |

Start in; |"C:\F‘rogram FilegWPharmagraphsenigilh |

\Documents and Settings\emsuser\Start Menu\Programs\Startup |:||E|r>__(|
-

Edit  Yiew Favorites Tools Help

| Back = -J lﬁ pSearch [~ Falders v

=5 (I CiiDocuments and SettingsiemsuseriStart MenulProgramsStartup v | LeTa]
- r5 -+, deskiop.ini = shorteut to AuditComment.exe
ile and Folder Tasks 1= tend Configuration Settings Sharteut
Y 1ks 1KB

ZJ Make a new folder
¥ Publish this folder to C r‘ Shorteut to entigi.exs

the Web Shiorbout
- e Sl reamViail 1 kr
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PREPARING THE REMOTE CLIENT MACHINES

The next section describes the small humber of steps required to correctly setup the remote
client computers. Each remote machine does not need to have any enVigil software installed

instead the machine only runs the standard RDP client to connect to the enVigil Terminal

Server machine.

Creating a Unique User Account

The client machine only needs to have a single user account created. If the system only has
a single client then the user account ‘emsuser’ can be used. If the client machine is one of

many clients then the user account should be created as ‘emsuserX’ (e.g. emsuserQA) as a
standard windows account (non administrator).

New User (-2 sl
LUser name: emsuserProd
Full name
Description
Passward: LT T T
Confim password: sessssssans
User must change password at next logon
User cannet change password
Password never expires
[T Account is disabled
=

Use the Windows User Manager to add the ‘emsuser’ or

‘emsuserX” account. To keep things simple set the password
to be the same as the username and apply the settings so
that the password cannot be changed and does not expire.

& emsadmin
B emssystem
& emsuser

emsadmin
emssystem
emsuser

enVigil syster

emsuserProd  emsuserProd

|| emsuserProd

Mare Actions

B lusrmgr - [Local Users and Groups (Local)\Users] EI@
File Action View Help
e 2B XE=HE
& Local Users and Groups (Local) || Mame Full Name Description  * || Actions
i, Lsers & Administrator Built-in accol| ||| Users -
- Groups 2 ASPNET ASP.NET Machine Acco...  Account use(E More Actions »
& CBloggs CEloggs

»

-

12
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Creating the RDP Client Connection

Login to Windows with the newly created user account and run the Remote Desktop Client :

Windows XP: Start > Accessories > Remote Desktop Connection
Windows 7: Start Orb > All Programs > Accessories > Remote Desktop Connection

Enter the machine name of the enVigil Terminal Server machine (e.g. EMS-SERVER).

. Remote Desktop Connection ol = == b — DEHOP — EI =l @

B | Remote Desktop
Do »¢) Connection

Computer: Example: computer fabrikam com A

Username: - None specfied General | Display | Local Resources | Programs | Experience | Advanced
The computer name field is blank. Enter a full remote computer
name Logon settings
~) Options Help ['_;.,hl Enter the name of the remote computer.
-
Computer: EMS-SERVER hd

Click the ‘Options’ expandle icon to show the
additional configuration tabs. In the ‘General’
tab set the ‘User name:’ to the clients unique *fou will be asked for credentials when you connect.
username (e.g. ‘emsuserProd’).

Username: | emsuserProd

[T Allow me to save credentials

In the ‘Display’ tab ensure that the option
Dlsplay th,e connection bar When I use the Save the cumrent connection settings to an RDP file or open a
full screen’ is unchecked. | saved connection.

[ Save ] ’ Save As.. ] [ COpen... ]

Connection settings

In the ‘Programs’ tab you can set the Remote
Desktop Client to run just a single application
or you can choose to expose the entire (=) Options [ Comect || Hep |
desktop and Windows session (thus giving
access to Windows and other programs like I0_VIEW).

To make the entire Windows session available then simply leave the ‘Programs’ tab with
the default settings as shown below. If you require to only run enVigil client only you must
provide the path to the enVigil executable together with any parameters such as the VCX

% Remote Desktop Connection =0 =R T & Remote Desktop Connection El = @
| Remote Deskto
Connection. | Remote Desktop

»¢ Connection

‘ General | Display | Local Resources | Programs | Experience | Advanced

Start a program

= [ Start the following program on connection:;

| General | Digplay I Local Resources | Programs | Experience | Advanced

Start a program

= Start the following program on connection:

Program path and file name:

c\Prog'am Files\Phamagraph*enYigilenVigl.exe "c:henV

Start in the following folder:

- . AP Files“Ph e Vigil
Program path and file name might be £ rogram Fes rhemagrEpEnia

c:\Program Files\Pharmagraph\enVigil\enVigil.exe “c:\enVigilConfigs\PharmaQual\PQ.vcx"

Connection settings Once the settings have been
Save the cument connection settings to an ROF file or open a made you must save them to a
saved connection. configuration file. Click the ‘Save
[ i ] [ Save As ] [ Cpen... As...” and save the settings to a

.RDP file (e.g. enVigil.RDP). The
RDP file can then be copied to the
‘emsuserX’ startup directory so that the RDP session automatically connects when Windows
logs into the emsuserX account.
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Extending the RDP reconnection attempts

By default, if disconnected, an RDP session will only attempt to reconnect up to twenty
times. This setting can be modified to the maximum number of reconnect attempts,
currently two hundred, by manually adding a line to the RDP file.

Open the .RDP file as created in the previous step with Notepad. You will see a text based
file with different settings on each line:

Add a single line as follows to the bottom of the .RDP file and then perform a File->Save:
autoreconnect max retries:i:200

| emsuserProd.bd - Notepad EI@ | emsuserProd.tbit - Notepad EI@

File Edit Format View Help File Edit Format View Help

screen mode id:i:2 - screen mode id:i:2 -

use multimon:i:0 use multimon:i:0 F

desktopwidth:i:1920 desktopwidth:i:1920

desktopheight:i:1080 desktopheight:i:1080

session bpp:i:32 session bpp:i:32

winposstr:5:0,1,303,47,1514,917 winposstr:5:0,1,303,47,1514,917

compression:i:1l compression:i:l

keyboardhook:1:2 keyboardhook:i:2

audiocapturemode:i:0 audiocapturemode:i:0

videoplaybackmode:i:1 videoplaybackmode:i:1

connection type:i:2 connection type:i:2

displayconnectionbar:i:1 displayconnectionbar:i:1

disable wallpaper:i:1 disable wallpaper:i:1

allow font smoothing:i:0 allow font smoothing:i:0

allow desktop composition:i:0 allow desktop composition:i:0

disable full window drag:i:1 disable full window drag:i:1

disable menu anims:i:1 disable menu anims:i:1

disable themes:i:0 disable themes:i:0

disable cursor setting:i:0 disable cursor setting:i:0

bitmapcachepersistenable:i:1 bitmapcachepersistenable:i:1

full address:s:ross-d820 full address:s:ross-dg20

audiomode:i:0 audiomode:i:0 =

redirectprinters:i:1 redirectprinters:i:1l

redirectcomports:i:0 redirectcomports:i:0

redirectsmartcards:i:1 redirectsmartcards:i:1

redirectclipboard:i:1 redirectclipboard:i:1

redirectposdevices:i:0 redirectposdevices:i:0

redirectdirectx:i:1 redirectdirectx:i:1

autoreconnection enabled:i:1 autoreconnection enabled:i:1

authentication level:i:2 authentication level:i:2

prompt for credentials:i:0 prompt for credentials:i:0

negotiate security layer:i:1 negotiate security layer:i:1

remoteapplicationmode:i:0 remoteapplicationmode:i:0

alternate shell:s: alternate shell:s:

shell working directory:s: shell working directory:s:

gatewayhostname:s: gatewayhostname:s:

gatewayusagemethod:7:4 gatewayusagemethod:i:4

gatewaycredentialssource:i:4 gatewaycredentialssource:i:4

gatewayprofileusagemethod:1:0 gatewayprofileusagemethod:i:0

promptcredentialonce:i:1 promptcredentialonce:i:1

use redirection server name:i:0 use redirection server name:i:0

drivestoredirect:s: drivestoredirect:s: B
autoreconnect max retries:i:200|

4 F 4 F

Setting the emsuserX account to auto logon

The Windows Registry can be modified to automatically logon to a Windows user account.
If required use the Windows Registry Editor to set the following key values

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
All key values are type REG_SZ:
AutoAdminLogon = “1”

DefaultUsername= "emsuser
DefaultPassword= “emsuserX”

”
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Activity Check List -Highlight each step as it is completed

Step Check
ThinStuff Tasks

Install ThinStuff XP/VS Terminal Server

Apply ThinStuff Licence

Prepare Server for Remote Connections

Create unqgiue Windows ‘Standard’ accounts for each client (use emsuserX)

Set system Remote Settings (Control Panel> System> Remote Settings) so
Remote Desktop can connect

Create shortcuts in startup folder for each clients user account
Preparing the remote client machines

Create unqiue Windows ‘Standard’ account for client (use emsuserX)
Create the RDP Client Connection (.RDP) file

Add autoreconnect max retries:i:200 to bottom of RDP file

Add the RDP Client Connection (.RDP) file to emsuserX Startup

Set emsuserX account to auto logon using regedit
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